SIEMENS

Siveillance Intrusion Pro —
Integration

into Desigo CC
Administration Manual



Data and design subject to change without notice. / Supply subject to availability.
© 2024 Copyright by Siemens AG

We reserve all rights in this document and in the subject thereof. By acceptance of the document the recipient acknowledges these rights and
undertakes not to publish the document nor the subject thereof in full or in part, nor to make them available to any third party without our prior
express written authorization, nor to use it for any purpose other than for which it was delivered to him.

Unrestricted 3

Siemens AG 06.2024



Content

1 AbOoUt this DOCUMENT .....uiiiiiiiiiiiiiiiieeeee e 10
11 Further DOCUMENTALION ........coiiiiiiiiie e 11
2 S OLY e 12
21 Target AUGIENCE ......eeieiiiiiiiiiiee e 12
2.2 General Safety INStrUCHONS .........vvviieiiiiii e 12
2.3 Meaning of SYMDbOIS ........ccoooi e 12
3 General INformation ... 13
3.1 Terms of Use for Documentation..............cooovveeiiciiiiiiiiiiieeieeeeeeeee 13
3.2 Supplementary Agreement for the Provision of Documentation ....... 13
4 SYSTEM OULIINE...cciiiiiiiii et 14
4.1 OVBIVIBW. ...ttt ettt e e e e e e e e e aaaaaaaaaeaaas 14
4.2 Siveillance Intrusion PRO/ADV (Silnt) Object Modell ....................... 14
421 Hierarchy / StrUCTUIE.........oiiiiiiie e 14
4201 AFBAS .eeeeieieiei ettt a e e e e e e 15
4.2.1.2 Hardware Components and Detectors........ccccccveeeeeiiiiiiiiniiiiccciiiies 15
4.2.2 Status/States and Control of Areas, Hardware Components and
DEIECIOIS ..t e e 17
4.2.2. 1 ATAS ..ot e et aeaaeaeees 17
4.2.2.2 Hardware COMPONENTS.......ccciiuuiiiiiiiiiieiieeie et e e e e e e e e e eeieeeeees 19
4.2.2.3  DEIECIOIS ...t e e e ettt a e e e aeaees 19
423 Alarms / Warnings of Areas, Hardware Components and Detectors 20
4.2.3. 1 SINEDEVICE ...ttt 20
4.2.3.2  INTIUSION AT A ..vviiiiie i ittt e e e ettt et e e sttt e et e e e e st e e e e e e nnnreeas 20
4.2.3.3 Hardware COMPONENT........cccciiiiiiiiiiiiie et 20
4.2.3.4  DIECION ..ttt e e et aaaaeaaees 20
4.2.3.5 Alarm-State Diagrams for Field System-Alarms ...........ccccccceeevnnnnnen. 20
4.3 ACCESS 10 SIINT. .o e e e 20
4.4 I To7= ] 17T Vo SRR PR 21
4.4.1.1 Security-Datapoints ..........ccocciiiiiiiiiiiiereee e 21
4.4.1.2 Licensing the DAIG-INterface............uueeeeeeiiiiiiiiiiaii s 21
5 Configuration of SSH-Access to Siveillance Intrusion PRO/ADV
ST 1 1 TR 22
5.1 Silnt System ReqUIFEMENTS ........cveiiiiiiiiiiiiee e 22
5.2 Encrypted communication with Sint PRO/ADV ..............cccceeeeiivvinns 22
5.2.1 Create a pair of SSH-keys for Desigo CC using the support of
PULLYOEN e e 23
5.2.2 Save the public key for DCC.........ccoooiiciieeeer e 26
5.2.3 Create a pair of keys for Siveillance Intrusion PRO/ADV.................. 27
5.24 Registering a Key in Siveillance INtrusion............cccccooiiiiiiiiiiiiinnns 28
5.25 Configure Silnt-users for SSH aCCESS ........uuuviiiiiiiiiiiiiiiiiiieeeeeeeeee, 29
5.2.6 Read the Public Key from the Silnt-System...........ccccooiiiiiieeiiniinnn. 31
6 Installation of the Required Extension Modules (EM)
DAIG_TrPro_049 and TranslinerLib_103 .......cccccccceeiiiiiiiiiiiiiieies 34
6.1.1 Dependencies to the Security Domain Libraries................cccccccvvvvnns 34
6.1.2 Installation of the Extension Modules ..........ccccccveiiiiiiiiiiinicies 34
6.1.3 Add the Extension Module to the Project...........cccccoeiiiiiiiiiiiiiiiiiins 36
7 Configuration to Connect the Silnt-Interface to DCC ....................... 38
7.1.1 AddINg @ SIINE-DEVICE ......uuviiiiiiiiiiiiiiiiiieeeee e 38
7.1.2 Configuration of the Connection to Silnt & Configuring the Polling-
Parameter as well as the LOg-LeVel.........cccccvvvvveeeeeeeiiiiiiiiiicciiins 39
Unrestricted 4
Siemens AG 06.2024



7.1.3 Adjusting the Poling-Time-Interval in the Extended Operation ......... 40

7.1.4 Configuration of a redundant CONNECHION ............cvvvveeeniiiiiinee e 41
7.15 Configuration of detector- and area language texts for the import....42
7.1.6 Configuration of the address delimiter for detectors ..............ccc....... 42
7.1.7 Automated Ready t0 Sel.......ccccciiiiiiiiiiiiiiirieeceeeee e 42
7.1.8 Import of the Silnt-Configuration.............ccceeeeeiiiiiiiiiiieeee 43
7.1.8.1 Copy the Configuration from the Siveillance Intrusion PRO/ADV
Y25 (= o U 43
7.1.8.2 Select those Objects in the Configuration-Tree, which are to be
4] 0o 1 (=T PP 44
7.1.8.3 Generating a Pre-Import 10g ... 45
7.1.8.4 Import of selected objects iIN DCC .........ccooeiiiiiiiiiiiiieeeeeee 45
7.1.9 Individual CUSTOMIZING ......uuuiiiiiiiiiiiieiei e 46
7.1.9.1  Adjustment of area type mappinNgs ........ccoururrreeeeriiiiiiieeeeeiiineeeeeenes 46
7.1.9.2 Command & Control Authorizations................coooeevicciiiiiiiiiieeeeee 47
7.1.9.3 Customization of Alarm-MappingS........cccceevveiieiiiiiiiicireeeeeeeee 48
7.1.9.4 Individual Customizing of Alarms............ccccoe it 48
7.1.9.5 Individual Customizing of the Icon-TextS...........ccoeiiimiiiiiiiiiiiiieeeeee, 48
8 TroubleSNOOtING ...vveviiiiiiiieiie e 50
8.1 Faulty Guarto3000 Configuration...............eeeeeeeeieeeeeeeeeeeeeeiee e 50
8.2 Verifying the correct Integration of EMS........cccoooooeiiiiiiiiiiiiiiiieeee, 50
8.3 Connection Attempt between DAIG-Driver and Silnt........................ 51

Unrestricted 5

Siemens AG 06.2024



Copyright
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tected by copyright law. Reverse engineering / copying of any Siemens AG hardware, software, documentation,
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related software may be reproduced, stored in a retrieval system, or transmitted in any form or by any means,
electronic, mechanical, photocopying, recording or otherwise without the prior written permission from Siemens
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Due to continued product development, the information in this publication and related software may change with-
out notice. Please report any errors to Siemens AG in writing. Siemens AG does not warrant that this publication
or related software is error-free.

Any references to companies or persons are for purposes of illustration only and are not intended to refer to actual
individuals or organizations.

Cyber Security Disclaimer

Siemens provides a portfolio of products, solutions, systems and services that includes security functions that
support the secure operation of plants, systems, machines and networks. In the field of Building Technologies,
this includes building automation and control, fire safety, security management as well as physical security
systems.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement —
and continuously maintain — a holistic, state-of-the-art security concept. Siemens’ portfolio only forms one element
of such a concept.

You are responsible for preventing unauthorized access to your plants, systems, machines and networks which
should only be connected to an enterprise network or the internet if and to the extent such a connection is
necessary and only when appropriate security measures (e.g., firewalls and/or network segmentation) are in
place. Additionally, Siemens’ guidance on appropriate security measures should be taken into account. For
additional information, please contact  your Siemens sales representative or visit
http://www.siemens.com/industrialsecurity.

Siemens’ portfolio undergoes continuous development to make it more secure. Siemens strongly recommends
that updates are applied as soon as they are available and that the latest versions are used. Use of versions that
are no longer supported, and failure to apply the latest updates may increase your exposure to cyber threats.
Siemens strongly recommends to comply with security advisories on the latest security threats, patches, and other
related measures, published, among others, under

For additional information on building technology security and our offerings, contact your Siemens sales or project
department. We strongly recommend signing up for our security advisories, which provide information on the
latest security threats, patches and other mitigation measures.

http://www.siemens.com/cert/de/cert-security-advisories.htm
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Glossary of Terms, Abbreviations and Acronyms

Areas

Client Certificate

Control, to control

Control panel

DAIG

DCC

Desigo CC

Intrusion area

I1/0 module

LSN /LSN HW modules

LSN gateway

On-/Off areas

Silnt

Siveillance Intrusion Pro
Integration / Silnt-integration

PuTTY/Puttygen

Unrestricted 8

Area types which are supported by Siveillance Intrusion Pro and
displayed as “areas” within DCC, such as standard areas, doors,
“On-Off-Areas”, lock area or generic areas.

A type of digital certificate that is used by client systems to make
authenticated requests to a remote server.

To operate, command, execute.

Control unit or system in use such as “Siveillance Intrusion panel”
/ Siveillance Intrusion control panel.

short for “Desigo Application Integration Germany”, an additional
DCC-EM (extension module) providing the infrastructure and
common basis for the integration of subsystems into DCC.

Short for ,Desigo CC”

Siemens integrated building management platform for
managing buildings

A single zone or multiple zones.

Input/Output module, transferring data from one device to
another

Short for Local Security Network (German: Lokales Sicherheits-
Netzwerk),

applying networking technologies via LSN HW modules, LSN
gateways, etc.

One or multiple outputs within Siveillance Intrusion PRO/ADV.

Short for the Siemens intrusion detection system “Siveillance
Intrusion Pro” (former name: “Guarto3000”-system)

An integration of Siveillance Intrusion Pro into the Siemens
management system platform Desigo CC (DCC), also referred to
as an interface or link to DCC.

A free and open-source terminal emulator, serial console, and
network file transfer application. It supports several network
protocols, such as SSH.
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Private key file

“Ready to Set” command

SSH (access)

SSH-user

State

Guarto3000

Unset/set, to unset/set

vdSsS
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A text file used initially to generate a Certificate Signing Request
(CSR), and later to secure and verify connections using the
certificate created per that request.

Ready to be locked, condition met is ok be locked.

Short for Secure Shell, an encrypted network communication
protocol used to secure the connection between Siveillance
Video and Intrusion

Name of the user, whose credentials are a used for the SSH
connection

Refers to a status or condition.

Former name of the current Swiss Siveillance Intrusion Pro
(short: Silnt-system)

To arm or disarm.

Short for ,Verband der Sachversicherer” or ,Verband der
Schadenversicherer, a fully owned subsidiary of the German
Insurance Association (GDV), one of Germany’s leading
independent testing institutions for fire safety and security
providing essential standards in safety and security solutions.
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1

About this Document

This document describes to the respective commissioning personnel, how to set-up and configure the Swiss
Siveillance Intrusion Pro to the Siemens management system platform Desigo CC (DCC).

PLEASE NOTE

Because of differences in area configuration, states, alarming behavior and look,
you have to integrate the Swiss Siveillance Intrusion Pro (formerly known as
Guarto3000) by using the DAIG_Guarto3000_049-EM (described in this manual).

If you want to integrate a Siveillance Intrusion Pro/Adv (EU-Template) or
Siveillance Intrusion Pro/Adv (DE-Template, formerly known as Transliner Pro),
please contact your regional Desigo CC portfolio manager. There is a separate EM
for this case.

PLEASE NOTE

Silnt establishes a connection to DCC by using the infrastructure of DAIG (Desigo
Application Integration Germany).

Therefore, as a prerequisite, before establishing a link to DCC, the following two
action steps must be taken first:

e The DAIG extension module must be installed.

e The DAIG-driver as well as the DAIG-network-tree-nodes must be created
and configured.

Please perform these steps in accordance with the DAIG administration manual,
which usually is delivered with the DAIG EM.

PLEASE NOTE

This document only describes the installation and configurational set up of the Silnt-
integration. The operation of the integration is described in an independent
document named “EXT_OPR_049_ Siveillancelntrusion-DCC-
Operation_Manual_01.pdf".

This document is made available by the DCC-support/online help.

Please perform the following steps to set up the integration/EM:

Customize the Silnt-configuration to enable access by Desigo CC (DCC)
Install the des DAIG_TrPro_049- extension module

Create and install a certificate to facilitate an encrypted communication between the DCC DAIG Driver
and Silnt

Configure/set up the Siveillance Intrusion connection in DCC

Import the Silnt-configuration into DCC

Once successfully configured, set-up and started, the status for all intrusion objects from Silnt (such as areas,
detectors, etc.) will be displayed in DCC. Objects are now allowed to be controlled and upcoming intrusion alarms
and alert messages will be displayed in the DCC-alarm list.

Unrestricted 10

Siemens AG

06.2024



1.1 Further Documentation

e EXT_ENG_049 DAIG-Administration_Manual_01.pdf

e EXT_OPR_049 Siveillance-Intrusion-PRO-ADV-DCC-Operation-Manual_0.pdf
e Desigo CC 6.0 Operating Help

e Desigo CC 6.0 Engineering Help
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2 Safety

2.1

Target Audience

This document provides instructions for the following target readers:

Target Readers

Qualification

Activity

Condition of the
Product

/ Data Entry &
Maintenance

System Administrator

Has specialized knowledge in
IT-systems, management
systems and subsystems.
Specific product training is
required.

Configures and manages
(user-) settings.
Responsible for user
management.

Integration/EM and
connection ready for
operation.

Commissioning/
maintenance
personnel

Has specialized knowledge in
IT systems, management
systems and subsystems.
Specific product training is
required.

Installs and configures the
Silnt integration/connection to
DCC.

Periodically checks on proper
functional capability of the
system, keeps the system up
to date and manages the
extension of the system.

Desigo CC and Silnt are
installed and configured.

Operating personnel

Has basic Desigo CC
knowledge on how to operate
the system.

Confirms alarms/notifications
which are which are
generated by the Silnt-
integration. Controls the
operation of Siveillance
Intrusion. Monitors/supervises
the overall system state.

The integration/EM is
configured.

2.2

General Safety Instructions

Please note all instructions in this manual.

e Retain this document for reference purposes
e Always include this document with the product if it is transferred to a new owner

Loss of data when updating the software
Secure all your data before updating the software.

2.3

jumi e

Meaning of Symbols

Tips and Information.

PLEASE NOTE

Includes additional information to a certain subject.
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3 General Information

3.1 Terms of Use for Documentation

This documentation has been carefully tested for compliance with the hard- and software components described.

However, discrepancies between the documentation and the software cannot be fully excluded. Therefore, we do
not accept any liability for exact compliance.

The information in this guide is verified on a regular basis and any required corrections will be included in subse-
guent editions. We are always grateful for your user feedback and suggested corrections.

Please note, that the subsequently outlined supplementary agreement for the provision of RC-DE S| SSP docu-
mentation is applicable.

3.2 Supplementary Agreement for the Provision of Documentation

e You have the perpetual and non-exclusive right to partly modify, reproduce in an altered or unaltered
manner and transfer either on paper or another data storage medium to third parties as part of this man-
ual (subsequently referred to as administration manual) for the purpose of generating technical docu-
ments of systems which are equipped with the SI SSP DE software extension module DAIG-TrPro.

o If adding other documentation into this administration manual and if any further document processing is
done, please make sure that all safety -relevant instructions are maintained and kept visible.

e You have the sole responsibility for all included, unaltered or altered documentation.

e Reproduction and duplication of this documentation as well as the use and communication of its content
is not permitted unless specifically approved.

e Do not delete Siemens copyright notes from the documentation.
o Document modifications must be pointed out accordingly, for example by an additional copyright notice.
e You are not authorized to use the company brand name SIEMENS.

e If using SIEMENS trademarks/brands in the administration manual, you must add a reference about this
accordingly (for example by adding a note stating “...is a registered trademark (or brand) of SIEMENS
AGH)

¢ Contravention commits to compensation. All rights reserved, especially if a patent is granted, or the
product is GM registered.
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4 System Outline

4.1 Overview

The Siveillance Intrusion PRO/ADV (Silnt) integration module establishing the connection to Desigo CC (DCC)
will be delivered and provided as three different DCC extension modules (DAIG, DAIG_TrPro, TranslinerLib).
These must be installed in addition to DCC.

During the installation process, the following components are made available:
e Desigo Object Modell for Silnt (Library)
e DCC-SW-interfaces to configure & operate the Silnt-integration (Snap-Ins)

e DCC-Driver including Silnt-modules to communicate with the Silnt-system (datapoints, command & con-
trol functions, alarms)

Desigo CC

DCC with Siveillance Intrusion
PRO/ADY Extension
DAIG

Siveillance Intrusion PRO/ADV

Figure 1. Connecting Siveillance Intrusion PRO/ADV (Silnt) to Desigo CC (DCC)

The installation and configuration of the Silnt-system is not part of this documentation. Please refer to chapter 5
for information on the required modifications that must be applied to the configuration of the Silnt-system.

4.2  Siveillance Intrusion PRO/ADV (Silnt) Object Modell

4.2.1 Hierarchy / Structure

DCC will display all intrusion elements, such as areas, hardware components and detectors.

Please see below the area types which are supported by Silnt. These will be visualized in DCC as areas having
the following names:

Intrusion areas

Doors

On-/Off areas

Perimeter areas (type 1 and 2, see below)
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e Generic areas

The following item types are displayed as hardware components:
¢  Silnt-units refer to main components and hardware modules, which can be created/set by the Silnt-con-
figuration
¢ Hardware modules that are connected to the LSN

The detectors displayed include all devices,
e which are connected to the LSN as an independent address element.
e which are connected via LSN-HW modules.
e which are connected via I/O modules of the Silnt-bus connector.

42.1.1 Areas

Areas as well as their assigned detectors can be transferred one-to-one from the Silnt-configurational set-up.
The structural information needed for this process will be transmitted via the Silnt-integration.

The Silnt-area types (intrusion areas, doors, On-/Off areas etc.) determine an area’s type and consequently
specify its visualization (icons), its control options and its alarming.

Area types which have not been modelled explicitly will be modelled as generic areas supporting the dynamic
scalability of the Silnt-system.

4.2.1.2 Hardware Components and Detectors

To facilitate a user-friendly operation of the Silnt-integration within DCC, a detector-based Silnt-model must be
built from the existing input-based model.

For this purpose, the following factors play a significant role:
e Assignment of inputs to hardware components and detectors
o Different hardware component types and alarms which can be triggered by their inputs
o Different detector types and alarms which are (or can) be triggered by the detectors

Assignment of inputs to hardware components and detectors

The following mechanisms are involved to enable a structural setup of the hardware components and detectors
by means of their inputs, which are used to connect these devices to the system:

e The structural information of a hardware component is static and determined by the Silnt-configuration
(for example PS5 having a defined number of inputs and input types). This also applies to hardware
modules, which are connected via LSN

e The Silnt-interface transfers the process of assigning inputs to a specific detector, which functions as an
addressing element being is directly connected to the LSN bus.

e The process of assigning inputs to a specific detector is automatically determined by a template (com-
ment field) during the Silnt-configuration setup procedures (please refer to the next section for more de-
tails).

e The process of assigning the inputs to a detector will be defined manually by means of a comment field
during the system supply procedures (please refer to the next section for more details).

Assignment of inputs to a specific detector via the Silnt-comment fields

Inputs which cannot be automatically assigned to a certain detector by means of their address data can be set
and structured by the comment fields within the Silnt-configuration.

Please distinguish the following two events:

1. The need to manually (re-)configure structural information for existing installations. This can be done by
means of the comment fields.
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2. Automatic configuration in the event of new installations. In this case the new Silnt-templates will pre-fill
the corresponding comment fields.

The following information can be entered into the comment fields:
e @@ID:x@@ Structural information: all inputs with same ID on the same hardware module will be com-
bined into one detector.
@@T:x@@ Type information: If an input of a detector is tagged with this type-information, a corre-
sponding assignment of actual types to this detector will occur. This will lead to a distinguished means
of visualization via icons within DCC (icons). The following types will be supported:

PIR: Motion detection

FIRE: Fire detection

GLASS: Glass break sensor
IMS15: IMS15-Module
SEISMIC: Seismic sensor
MAGNETIC: Magnetic sensor
SE: Switching interface

TA: Tableaus

HOLDUP: Holdup

VM: Showcase sensor
MANUAL: Manual detection
GENERIC: Generic detection
BOLT: Bolt sensor

If no type is defined, DCC will use a standard icon for the graphic display

e @@N:x@@ Name information: If an input of a detector is labelled with this tag, the detector will accord-
ingly receive the name provided.

e @@N:x@@ Name information: If an input of a detector is labelled with this tag, the detector will accord-
ingly receive the name provided.

Example:

Input 1: @@ID:1@@N: Motion Detection Ost@@T:PIR@@

Input 2: @@ID:2@@N:Motion Detection West@@T:PIR@@

Input 3: @@ID:1@@

Input4: @@ID:1@@

- One Detector of type PIR with name ,Motion Detection East® with inputs 1, 3, 4
- One Detector of type PIR with name ,Motion Detection West* with input 2

PLEASE NOTE

Those detectors that are connected via an LSN-Gateway do not require
additional configurations by means of the comment fields to further specify
structural- and type information. The reason for this is, that this information
will already be available by the interface.

However, if the comment fields are still filled, this information entered will
have a higher priority.

Hardware component types and their inputs

The hardware component types are based on static modelling and will be transferred via the Silnt-integration
(referring to either the Silnt-unit type or the type-ID of the HW-module, if LSN-HW-modules are involved). The
input types are pre-defined and assigned to in a distinct manner by the addressing procedure of the inputs.

Example CPC:

Type “Missing” at address-M

Type “Open” at address-O

Type “Threat” at Address-2

Type “PIN-Code-Alarm” at address-3
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These individual DCC alarms types will be generated for the hardware modules in accordance with the above-
mentioned input addresses.

Example: The DCC-alarm -type “PIN-Code-Alarm” will occur, if a Silnt alarm for the input address-3 is being trig-
gered.

As a hardware module can trigger several inputs at the same time, several DCC-alarms originating the same
inputs can be active for one hardware component as well:

Project.Field Networks.DAIGNetwork.TrPro.H
ardware Modules

Max Current LSN GW [LSNGW] 2

Project.Field Networks.DAIGNetwork.TrPro.H

Max Current ardware Modules

LSN GW [LSNGW]

Project.Field Networks.DAIGNetwork.TrPro.H
ardware Modules

Failure Stub 1 LSN GW [LSNGW]

Detector types and alarms, which are (or can be) triggered by the detectors

The alarm-types for the hardware modules must be modelled explicitly. In contrast however, for the detectors,

different classes of types are defined:
¢ PIR: Motion detection

FIRE: Fire detection

GLASS: Glass break sensor

IMS15: IMS15-Module

SEISMIC: Seismic sensor

MAGNETIC: Magnetic sensor

SE: Switching interface

SK: SchlieBblechkontakt

HOLDUP: Holdup

VM: Showcase sensor

MANUAL: Manual detection

GENERIC: Generic detection

Silnt determines the duration of the alarm types which are triggered by the detector. Therefore, these types
have no impact on the status of the detector or its control and alarm behavior. These types are solely used for
displaying different icons.

Those types of alarms, which can be triggered by a detector, originate from Siveillance Intrusion’s supported 33

types of alarms. For example, “info”, “warning “, “external intrusion”, “internal intrusion®, etc.

As a detector can trigger several inputs at the same time, several DCC-alarms originating from the correspond-
ing alarm type can be active for one a detector as well:

eas.Sicherungsbereich 2

Tamper Extern Project Field Networks. DAIGNetwork. TrPro.Ar Bewegungsmelder West [30001... 2 v

Project.Field Networks.DAIGNetwork.TrPro.Ar

Tamper Extern eas.Sicherungsbereich 2

Bewegungsmelder West [30001...

Project.Field Networks.DAIGNetwork.TrPro.Ar

Burglary Extern eas.Sicherungsbereich 2

Bewegungsmelder West [30001...

4.2.2 Status/States and Control of Areas, Hardware Components and Detectors
4.2.2.1 Areas

An area state is displayed in accordance with the same state information received by Silnt. The ability to control
a state depends on the area type.
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Area 2 [2]

Summary Status Security Exclusion

—
Stams Unset by.
. ) ReadyTo... | Walktest | Seismic Test | Tamper Test
% Functions

State/Status & Control of an Intrusion Area

Operation Extended Operation | Detailed Log | Text and Memo |

Area 1 Panel [1]

‘:\ Summary Status Security Fault

Set absent Set present
Stams Unset P
. . Ready To... m Seismic Test | Tamper Test
% Functions

State/Status & Control of a Present/Absent Area

Doort [4]

[ Open |
Status Closed pen Temp

State/Status & Control of Doors

Random alarms [7]

m o of

State/Status & Control of On-/Off-Areas

Operation Extended Operation | 'Detailed Log | Text and Memo |
Perimeter [8]
Summary Status Security Exclusion
PL1 Set PLS set
Status PLO: Unset

State/Status & Control of Perimeter Areas
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System [9]

Status Unset
Internally 5et

Seismic Test
Set

Set present
Tamper Test
Walktest

State/Status & Control of Generic Areas

4.2.2.2 Hardware Components

Hardware components aggregate multiple inputs. Therefore, the status of a hardware component is an aggre-
gated one, displaying the alarm type of the most critical triggering input.

For example, if a PS5 “open’-input and “power failure”-input are triggered simultaneously, the intrusion will be
considered as more critical, and the aggregated state of “holdup” will be received.

The property “mode” allows a hardware component to be either switched on or off. This control option is applica-
ble to all inputs of the respective hardware component involved.

Power supply [3000_PS5]

E Status Normal
E Function Included

Aggregated Status/State and Control of a Hardware Component

4.2.2.3 Detectors

A detector aggregates multiple inputs. Therefore, the state of a detector is an aggregated one displaying the
alarm type of an existing alarm, which is most critical.

The physical state aggregates the physical condition of the detector’s inputs (closed, open, etc.) to an aggre-
gated state, which considers for example “sabotage” more critical than “open”.

The property “mode” allows a detector to be either switched on or off. This control option is applicable to all in-
puts of the respective detector involved.

Motion sensor2 [123456110]

E Status Normal
| Physical Status COpen
E Function Included

Aggregated Status/State, Physical Status/State and Control of a Detector
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4.2.3 Alarms / Warnings of Areas, Hardware Components and Detectors
The Silnt-integration includes the use of both DCC-management-station-alarms and field-system-alarms:

4.2.3.1 Silnt-Device

Connection monitoring (Management Station-Alarm, Fault_ NoReset)

Driver monitoring (Management Station-Alarm, Fault_NoReset)

Notification of configurational changes (Management Station-Alarm, Fault_NoReset)
License warning (Management Station-Alarm, Fault_NoAckReset)

4.2.3.2 Intrusion Area
Unsetting an area (Management Station-Alarm, ArmDisarm_NoAckNoReset)

4.2.3.3 Hardware Component

Triggered input (Silnt-Alarm), Field System-Alarm, standard behavior via the default-alarm table (please refer to
section 4.2.3.5)

4.2.3.4 Detector

Triggered input (Silnt-alarm), Field system-alarm, standard behavior via the default-alarm table (please refer to
section 4.2.3.5)

4.2.3.5 Alarm-State Diagrams for Field System-Alarms

Depending on the category for either the alarm type (detector) or the input type (hardware component), the
alarm-reset (“Reset”) or alarm-acknowledgement (“Ack”) behavior is defined differently in the standard-DCC-
alarm-table:

Event
Aarm & Fault (/;«lce&?:false Reset=true)
(Ack=true, Reset=true)| (AAck=lrue, Reset=false) no ack, reset by D

Ack on gone is auto

triggered by subsystem

unprocessed/active

triggered by subsystem

unprocessed/active

triggered by subsystem triggered by subsystem

unprocessed/active unprocessed/active

reset by subsystem reset by DCC

4.3 Access to Silnt

The Silnt connection to DCC allows access to configurational and operational data. This is enabled by the SSH-
interface of the Silnt-system.

For this purpose, during the installation process, the SSH-certificates must be exchanged between Silnt and
DCC (the DCC-driver). In addition, the SSH-user of the Silnt-system must be configured accordingly authorizing
him/her to access the configurational and operational data (please see below).

Please note, that this configured SSH-user will be the only one, who is authorized and able to access the Silnt-
system. Therefore his/her user rights must be limited and administered accordingly via DCC (defining which
DCC-user can access which areas, detectors, etc.).

The comment field information of the inputs is used to enhance the configurational data with structural infor-
mation (please refer to section 4.2.1.2). This will be supported from the Silnt-version V8 onwards.

Unrestricted 20

Siemens AG 06.2024



4.4  Licensing

The following will describe the licensing procedure for the Silnt-connection:

The Silnt-license will require as a basis the Silnt-license. Please refer to section 4.4.1.2 for pricing, order numbers
and further information.

4.4.1.1 Security-Datapoints

Please see below a listing of security/SCADA — datapoints, which are required for the use of the Silnt-interface
via DCC:

o DAIG-driver = 0 Datapoints
e DAIG-network = 0 Datapoints
e Siv. Intrusion-device = 0 Datapoints
e Intrusion Area = 0 Datapoints
e Present/Absent Areas = 0 Datapoints
e Door = 1 Security-Datapoint
e On-/Off-Area = 1 Security-Datapoint
e Perimeter Areas = 0 Datapoints
e Hardware Component = 0 Datapoints
e Detector = 1 Security-Datapoint
e Manual Area = 1 Security-Datapoint

Only the imported objects will require datapoints.

4.4.1.2 Licensing the DAIG-Interface

To integrate Siveillance Intrusion PRO/ADV into Desigo CC, the following one-time license named “Intrusion
PROJ/ADV Integration into DCC* is required.

For Panels with less than 400 detectors, you can use the Intrusion DCC Integration (Entry)-License. If the panel
is bigger than 400 detectors you have to use the standard Intrusion in DCC-License or a combination of Intrusion
DCC (Entry)- License and Intrusion DCC Integration (Upsell)-License.

For usage of the redundancy function, you must provide 2 licenses of the same level (e.g. 2x Entry License oder
2x Standard License).

Intrusion DCC Integration P54594-P416-A100-D 1
Intrusion DCC Integration (Entry) P54594-P416-A101-D 1
Intrusion DCC Integration (Upsell) P54594-P416-A102-D 1

Please refer to the PLN/SDR (Sales and Delivery Release Note) for further details related to licensing & pricing.
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5 Configuration of SSH-Access to Siveillance Intrusion
PRO/ADV (Silnt)

5.1  Silnt System Requirements

The pre-condition to use the Silnt-integration to DCC is the existence of a MP2.0 Silnt PRO/ADV system (starting
at the NOX-firmware version 10.51p) or higher.

PLEASE NOTE

The connection to the Silnt-system is cancelled generating a corresponding
note, if the Silnt-integration detects a Silnt-system-version, which is lower
than 10.51p.

5.2  Encrypted communication with Sint PRO/ADV

The encrypted communication from the DAIG-04—Driver to the Silnt system is performed via SSH / public key
authentication exchanging the individual public keys of the client computer (DCC computer) and the server (Silnt).
This exchange takes place during the installation/commissioning phase. It ensures the following facts, which are
essential for operational efficiency:

e DCC will communicate with the correct Silnt PRO/ADV system

e Only the DCC client computer in use is authorized to register via this certificate and via SSH with the
corresponding Silnt PRO/ADV system.

Thus, so called man-in-the-middle-attacks are excluded.

The following method is recommended for this configuration:

1. Create a pair of SSH-keys for the Desigo CC computer

2. Save the private Desigo CC-key in the DCC project directory

3. Create a pair of SSH-keys for the Silnt-system (if not yet available)
4. Store the private Silnt-key in the configurational tool of Silnt

5. Store the public DCC-key from with the Silnt-SSH-user

6. Keep/save the public Silnt-key

To generate SSH-keys, please refer to free tools like Putty or Puttygen. Both can be downloaded for free at
WwWWw.putty.org.

PLEASE NOTE

To grant access to the Silnt-SSH-Port, Port 22 must be enabled as an
outgoing port within the Windows-firewall of Desigo CC. Also, please refer to
the DCC Installation Manual / Configuring Windows Firewall Settings.
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http://www.putty.org/

5.2.1 Create a pair of SSH-keys for Desigo CC using the support of Puttygen

PLEASE NOTE

If you are using a later version of puttygen than 0.74, you have to set the PPK
file version to 2 before generating the keys. Siveillance Intrusion Pro does
not work with key version 3.

The version of puttygen can be found in the options ,Help*“ 2> ,,About*:

About PuTTYgen >

PuTTYgen
Releasze 0.76
Build platform: 64-bit x86 Windows
Compiler: clang 13.0.0 (https://github .comAlvmAlvm-project/
abbee 340 92h 4661 cfec3cdd 64 Yo 9a5e 182 346dd), emulating Visual Studio
2013 (1200, _MSC_VER=1300
Embedded HTML Help file: no
Source commit: 1fd7baa7344bb 38d62a024e5dbala 7206 7d05cf

= 1997-2021 Simon Tatham. All rights reserved.

View Licence Visit Web Site

To change the PPK file version to 2, navigate to ,,Key“ - ,,Parameters for Key

saving files...“:
PuTT¥gen: Private Key File Parameters 7 X
PPK file version: 2 3
Key derivation function: ® ArgonZid () ArgonZ () ArgonZd
Memory to use for passphrase hash: |8132 Kbyte

Time to use for passphrase hash: ®ms () passes
Parallelism for passphrase hash:

I Cancel F

snuSta raar tila T

After starting Puttygen, the interface shown below will be displayed. Please note the following: Key type “RSA”
including a bit length of 2048 must be selected. To generate a key, please confirm with “Generate”.
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g PuTTY Key Generator

Eile Key Conyersions Help
Key
MNo key

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key Save public key

Parameters

Type of key to generate: - B
(@ RSA (C)DSA [ JECDSA (T)ED25519

MNumber of bits in a generated key:

Generate

Save private key

()SSH-1(RSA)
2048

Figure 2: Puttygen Key Generator Window

Move the cursor inside the upper empty area of the Puttygen Key Generator to create the pair of keys. The green
bar represents the current progress.

5’ PuTTY Key Generator

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key Save public key

Parameters

I Type of key to generate:
@ RSA DSA ECDSA ED25519

MNumber of bits in a generated key:

Save private key

SSH-1(RSA)
2048

Figure 3: Generating a Key

Once the process for generating a key is completed, the “Key comment” can be adjusted in the next window
(example name: “DCC_Key_For_TrPro”). Afterwards a password to access the private key file must be set. This

password must later be entered into the connection-configuration of the Silnt-integration within Desigo CC.
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r? PuTTY Key Generator ﬁ1

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa
VKeCqjlLurHR9n+ngmifoRXRO4JeXRGEHzERODAY8mE3F4bSGyhW OKaulQVPmMTmNYX3z

+Nmd2TrothdsWC1LIEs2DSMEgMIoGgiL47RX
+kBJIZMIrQ402Vd1FIgrGrm1etxBwNVg4mrPtiFjKobKWUa+uSDnym 7 TEf:z

Key fingerprint: ssh-rsa 2048 57.d1:9d d9 al'ad 3a:d5f8: 1fbaf/fhe6cI b
Key comment: DCC_Key_For_TrPro
Key passphrase: wene

Confirm passphrase: ~ sews|

Actions

s

AAAAB3NzaClycZEAAAABJQAAAQEAM mEFXTXuXKIMISVJbXArOnySS‘}SquHK?cymSBB';'

Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key ] l Save private key

)

Parameters
Type ofkey to generate

Number of bits in a generated key: 2048

@ RSA (@5 (C)ECDSA (C)ED25519 () SSH-1 (RSA)

Figure 4: Describing the Key

This key must be saved in the “OpenSSH” format. Please move the tab “Conversions” and select the option
“Export OpenSSH key”.

g PuUTTY Key Generator

=)

File Key |Conversions| Help

Key Import key

Public '1 Export OpenSSH key

AAAAR  Export OpenSSH key (force new file format) S9SXxqHK7cym898 ;
VKcCqj Export ssh.com key u0QVPMTmMNYX3z (=
+Nmd2 gl gl e

+kBJZMIrQ402Vd1FIgrGrm1e6x8wNVg4mrPiF jKobKWUa+u9Dnym7TEfR -
Key fingerprint ssh-rsa 2048 57:d1:9d:d9:a1:ad:3a:d5:f8: 1fba:f7fb.e6:cI6¢c

Key comment DCC_Key_For_TrPro

Key passphrase: esee

Confirm passphrase: ~ eees|

Number of bits in a generated key:

Actions
Generate a public/private key pair { Generate
Load an existing private key file \ Load I
Save the generated key Save public key . l Save private key [
Parameters
Type of key to generate:
Q RSA DSA ECDSA ED25519 SSH-1(RSA)
2048

Figure 5: Saving the Key

A dialogue box will open. Here the file location for the private key which is to be exported can be selected. For
this purpose, please generate a folder named ,certificates® in the following directory-location: ,,../GMSPro-
jects/<ProjectName>/data/“. This certificate file must later be entered into the connection configuration of the

Silnt-interface within Desgo CC.
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r Save private key as:

- |

@O"l « (C) SYSTEM » GMSProjects » #TrPro » data b certificates

v‘ sy | ‘ certificates durchsuchen P |

Organisieren ~ Neuer Ordner

< Zuletzt besucht = Name

4 ] Bibliotheken
J=1, Bilder
.. Dokumente
4. Musik L
‘, Videos

4 & Computer
> = (C) SYSTEM
% (D) DATA

= - @

Anderungsdatum Typ GroBe

Es wurden keine Suchergebnisse gefunden.

=+ (Y) 0518 TrPro@| « o ‘

m | »

Dateiname: DCC_Key_For_TrPro

Dateityp: |All Files (*%)

= Ordner ausblenden

[ Speichern ] [Abbrechen l

Figure 6: Saving the Key, Selecting Folders

PLEASE NOTE

backup.

Please save the certificates in the folder or in a sub-folder of the “data”
project directory assuring that these will also be saved in the event of a

Do not close Puttygen yet, as it will be required for the next step still.

5.2.2 Save the public key for DCC

The public part of the key must be saved separately, as this key information must be later entered into Silnt. For

this purpose, please use the option “Save public key”.

E® PUTTY Key Generator X E? Save public key as:

& (Y 0518 _TrPro@

Confim passphrase:.  esess @ (Z) Check_ ME@C

Actons J File =
Genarate a public/private key pair Generate
Load an existing peivate key file Load ] & Netzwerk
Save the generated key I ” ]
WY EINCC Key Public]

Parameters L
Type of kay to genarate Dateityp: | All Files (**)
9 RSA D ECDSA ED25519 S5H-1(RSA) |
MNumber of bits in a genarated key: 2048

* Ordner ausblenden

FlawKeym ComeronsmHelp @@v'. « (C) SYSTEM » GMSProjects » #TrPro » data b certificates +[ 4|l ca )
Key r 4
Public key for pasting into OpenS5H authorized_keys file: Organisieren = Neuer Ordner b (7]
ssh-rsa - 4. Musik - M A " |
AAAABINZAC TycZEAAAAB JOARAD) T JEXAD (7cymB98 = - PevuLSl Name Anderungsdatum Typ o
VKeCaj1LuHRSn+ngmi/oRXRO4JeXRGEHzZEROD! 4 OKauDOVPmTmMYX3z |= B videos

1LIEs2D ATR
KB MZMINQ402V A FigrGim 1 eBxBwhIV g4 mPHF KoKW LiasuDnymTTER -
Key fingerprint sshsa 2048 57.d1 9d 69 a1.ad 3a.d5 8 11ba 7 bie6 case | & Computer
Key comment DCC_Key_For_TiPro ‘? {C:) SYSTEM
‘ ¥ (D) DATA
Key passphrase ees

Speichem Abbrechen

Figure 7: Saving the public DCC key
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5.2.3 Create a pair of keys for Siveillance Intrusion PRO/ADV

If no key was entered into the SSH settings of Silnt, a second key must be generated. For this purpose, please
generate once again a key via Puttygen.

? PUTTY Key Generator

|

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa -
AAAABINzaClyc2EAAAAB JQAAAQEASTobEsHI JgNgopri2zk81GecKsZn16403UwFcCgpyg |§|
vBkpbnaFNXXg03rmonbvZeRUIAPgcAQKXTZ —
+gEB3Bt12VIT1gACBnXWyaV7YDzarYgm06GilitgfdVpmOgetXAdgwDUidQg

+cGIMUsYUX30wSICngzzh1wlAoHwmGUUNS9B+09qvWKuBRgUOVSch98sCy -
Key fingerprint ssh-rsa 2048 Bc:d0:f1:1d:4c:5c:e7:28:/6:01:63:9¢:00:0a:78:dc

Key comment: TrPro_Key

Key passphrase: LTI

Confirm passphrase: seed

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key ] ’ Save private key ]
Parameters

Type ofkey to generate: B B B

(@ RSA () DSA () ECDSA () ED25519 ((18SH-1(RSA)
Number of bits in a generated key: 2048

Figure 8: Silnt-Key

For this key both a private and a public key each must be saved. Please use the options “Save public key” and

“Save private key”.

'g PuTTY Key Generator w

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa
AAAAB3NzaC1yc2EAAAABJQAAAQEAS7056sHfJgNqopri2zk81GecKsZn16403UwFcCgpyg
vbkp5naFNiXXg03rmon5JvZeRUIAPgcAQKXTZ
+qE63Bt12VI1gACBnXWyaV7YDzarYgm06Gi0figfdVpmOqctXAdgwDUidQg
+cG1MUsYUX3Qw9ICngzzhTw1AoHwWmGUuUNS9B+09qvWKu6RgUOVIch98sCy

1 »

1

Key fingerprint: ssh-rsa 2048 8c:d0:f1:1d:4c:5¢:e7:28:6:b1:63:9¢:00:0a:78:dc
Key comment TrPro_Key
Key passphrase: eeee

Confirm passphrase: :u.|

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type ofkey to generate:
Q RSA DSA

Number of bits in a generated key:

: Generate
| Load : ]

l Save public key m Save private key ]I

ECDSA ED25519 SSH-1(RSA)
2048

Figure 9: Saving the key for Siveillance Intrusion
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5.2.4 Registering a Key

For registering a private Silnt-key

in Siveillance Intrusion

in the Silnt-system, the Silnt-Config-Tool (NOX Config) is required. The corre-

sponding configuration needed must be selected via this tool.

1] Customer: Systemtest_Master-Slave [m] Pe

Configuration  Seftings  Help

‘Customer name
Systemtest Pro-yMS

Equipment No. Date
14,12,2020 09:09

Specialdays | Alarmtypes | Areastatss | Inputprofie Description

General | Areas ‘ Units. | User | Time profile

Main menu

Systemtest Master-Slave

| [04.08.2000 12:08

Filter:

——

Figure 10: Si

General settings | Communication | Networked CPUs | Information | Area types | 8¢ Shell | e 50131 vels | Backup cRU| TR/ () | TEPIP fout) | Software sealing |

[¥ S5H secure Shell
Settings | S5H user |

Settings Authentication I~ Debugging

o

[ Alnays send sutomatic sarm-and naming
messages

Network parT: " Username/password @ Certificate

Network interface
[¥ Ethernet 1
¥ Ethernet 2

S5H certificate (private) Welcome text

PuTTY-User-Key-File-2: ssh-rsa
Encryption: aes256-che
Comment: NoxKey
Public-Lines: €

lyczE BIQRRRQEAIS 22 TizVUvet
HFHfQE ymbm/pl k3pZ5uYqT018d8fHSB] Lweh1Qc23ECpa0aBleBbeAtuZS oQASRN
2¥2bi RFN2ESk3F3ploxerMTozLhi G pTk TCECiYF+VT21n0uVgEVqCy=E spTRull
€213 LVe304nWU7kS 4N 0e 3pCB2KmSllt aDaGK+ECERwwi BDEWAEaLsLoEnz/ TeLau
eEELDVHDEvbihlymn3tzId/pSCayitpQRSEEvDTf4cyiFleas1iqVTZRATR N3N
EITHLFCES seRgqkICP fpnd2 Kxw3ivi Qe GVIHOdI Tr2ocglOw=s
Private-Lines: 12

Hello SSH User, welcome to your NOX!

QedMINmTCENCS Eyre: xXOKFSMBT1BIhCprolxl aRCER
on: €E5WS1BL Dnjna3¥XRuBegh BnLIcUzr7rg
p8zq1PleBidld/ ySUBWNEaBOxag SsREmdyEnul0E5tZ1EST ivXE

giK8aLEzSmSpekgChoTnkgleGoEFuh] SYt]QPDgTWHIz]BxrmyJBKa+kz IpEvICh

Certificate password

Load certificate

Int-Config-Tool including the opening of the configuration

Please select the “SSH Secure Shell” tab and follow these configurational steps:

P 0N PR

Check the box “SSH Secure Shell”
Configure the port (standard: 22)
Select “Certificate” in the Authentication area

Confirm the button “Load Certificate” and select the configuration file (private configuration file for Siveil-

lance Intrusion created in the previous step)

o

Enter the password of the

Press the save button (on
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[l Customer: Systertest_Master-Slave — O X

General ‘ Areas ‘ Units ‘ User ‘ Time profile

Spedal days

Alarm types Area states Input profile

peserpton

General settings ] Communication ] Networked CPUs ] Information ] Area types l EM 50131 f vds I Backup CPUI TCP/IP (in) ] TCP/IP (out) ] Software sealing ]

[V 5SH secure Shell
Settings | SSH user ]

Settings Authentication [~ Debugging

INetworkporT: 22 I " Username/password {+ Certificate

Always send automatic alarm- and warning
MESSA0Es

MNetwork interface
[V Ethernet 1
v Ethernet 2

55H certificate (private) Welcome text

PulTY-User-Key-File-2: ssh-rsa Hello 55H User, welcome to your NOH!
Encryption: aes2S5é-cbc

Comment : NoxEey

Public-Lines: €

ARRAR3NzaClyc2ERRRRBIORRROER ] SfdfERcdxsQIMEL/ ArZeb8vruZhZJizVvEt
HFHLQEymbm,/plk8nZ5u¥aT012d2fNSE1LwehI0Oc23EGpz0aBlocEBbeituZ5o00RASEW
AYzbiRFNZE!

ER1iLVe304r

eEELDvHD& vl

kEITHNEFtE5s5eFMggkICPfpnd2 w3 ivMgNeEVILHOdi Ir2ocglOw——
Private-Lines: 14

QodM1Nm7 cENCs EyrrShOeNeNEz jxH0kFSHET1PThOprolxISebgiWsSuvBolaRCER
nFdu3S¥vwxZ f+ELEEL5WE 1 PLECHCy 8HVHInj na 3 ¥ RuBeghDS ZmPORMLI cU=xr Trg
P2zglPlc2jdLd/ySVPwNEaBlxagtepSzxWSsREmdxFnx1 0G5t Z1k5TYubScBiviE
giEfaLezSmSplkgChoTnkgleCofFuljS¥tjOPDgTwHIzj SxrmyJEEa+k=o9pGvalh

Certificate password  |#5#% Load certificate I

Figure 11: Configuration of the SSH interface in Silnt

PLEASE NOTE

A warning message stating that all saved passwords will be deleted, will
appear, if one or more SSH users were already created and if the
authentication of “username/password” is now switched to ,,certificate “.

This dialogue box can be confirmed with “Yes”, as this message only applies
to the SSH-passwords and not to the passwords of the Siveillance Intrusion
PRO/ADV users.

5.2.5 Configure Silnt-users for SSH access

A Silnt-SSH-user must be created to enable the communication of DCC with the Silnt-system. This SSH-user
must apply the public key of the DCC computer.

For this purpose, please switch to the “SSH User” tab within the Silnt-configuration. Please follow these steps to
create a new user:
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Select the button ,New*

Enter a username

Assign a user profile

Select “Load Certificate” and select the public key from the DCC-computer (,Dcc_Key_ Public®)
Select “Approve”

Select “Save”

oukwnpE

[ Customer: Systemtest_Master-Slave - 0

pesapien

General settings | Communication | Wetworked cPUs | Information | Area types §5H secure Shell | e 50131 vds | Badup cPU | TGP/ (n) | TCPP fout) | software sealng |
[~V S5H segye she
[User name [User profile =] =

seh_benutzer Adminitralor U=z seh_user_vms

General

Areas | Units | User |ﬂmapmﬁ\e

Special days | Alarm types Areasmesl Input profile

- SSH user

Change User profile: Administrator =l I‘ Load certificate | ([ Load certificate X
Certificate publi
Delete SIS « « 4 ||« DDaten > SSHKey v ®| | "ssHKey" durchsuchen o
Organisieren = Neuer Ordner 2 M @

driver A Name Anderungsdatum  Typ
PIB_SiviSiln (7] VMS_Key for IT-Monitoring 2. 12:00 Datei
setup
snapin

@ OneDrive - Sieme:

[ Dieser PC

) 3D-Objekte
v < >

I Approve I Cancel |
—Icam‘

PLEASE NOTE

The SSH-user name can appear in the warning message. This for example is
the case in the event of deactivations. There it is highly recommended to use
meaningful and self-explanatory names.
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PLEASE NOTE

Access to the Silnt-integration is facilitated by granting adequate
authorizations to the Silnt-system user, who is assighed SSH-access as well.

Please ensure that this Silnt-system user has all authorizations required for
technical operation. The Silnt-system includes one default profile named
“Managementsystem”, which in general can be used to facilitate access to
DCC.

However, it is essential to ensure, that the user being used does not have too
many rights preventing certain actions, such as unsetting an area via DCC
which is secured by a block lock door.

Within DCC, these “maximum” rights can be restricted via DCC-
authorizations, that can be assigned specifically to various groups of users.
Thus, for example only those users can set an area, who have the
authorization “Extended”.

PLEASE NOTE

SSH user authorizations for VdS-compatible systems must be configured in
the Intrusion-system side accordingly assuring that the interface complies
with the VdS-required restrictions.

PLEASE NOTE

For privacy reasons, please do not use personal data to define the name of
the SSH user!

5.2.6 Read the Public Key from the Silnt-System

If the Silnt-certificate does not provide a public key file, the public key may also be copied from the SSH settings
within the Silnt-Config Tool (NOX Config).
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ﬂ][l Customen Systemtest_Master-Slave

General | Areas | Units | User | Time profile Special days

Alarm types | Area states

Input profile Description

¥ 55H secure shel

General settings I Communication I Networked CPUs I Information I Area types  55H secure Shell | EM 50131 f vdS I Backup CPUI TCP/IP (in) I TCP/IP (out) I Software sealing I

- Settings - Authentication

Always send automatic alarm- and warning
messages

—Network interface———————————————————
¥ Ethernet 1
[ Ethernet 2

Metwork porT: IZZ ™ Username fpassword & Certificate

1 Debugging

—55H certificate (private)

—Welcome text

PuTTY-User-Key-File-2: ssh-rsa
Encryption: aes25&-cbc
[Comment: NoxEey

Public-Lines: €

AAAE

HFHEOE ymbm/plk8pZEuYqT0l8d8 £NSEl LwehIQc2 3ECp=0aBlcBbohtuZ SoDASRNW
AYzbiRFNZESk3F3ploxérdTczLhiGs éplkTCE01YF+VIZ in0uVgEVgGy=EpIRul
£R1jLVe304nWU7kS4N0e3pCEzEmSUt aDaGk+ECPRuwi BDPWAEaLt LoEnz/ IcLaZw
eKELDvHDEybihlymn3t=1d/pSCqyi+pOPSEEvODt£4cyillegsliqVTZRETREn3n
EITNLFGS seEMggk ICPEpnd2in3ivigNaCVLH0di IrZocglow=—

Private—-Lines: .

QodM1Nm7 cENCsEyrrShOeNeNEz jxE0kFSMBT 1PThOprolxI SebgWsSuvBolaRCeER
OnF4u3SY¥vxIf+ELEEt WS 1 PLEGHCY 2MVHDn jna2 Y RuBeghDSZmPORmMLIcU=rTrg
P2zglPlc2jdLd/ySVPwNEaBlxagtepSzxWSsREmdxEnx1 0G5t Z1k5TYubSoBiviE
giE2alézSmSpikglhoTnkgJeGofFuljS¥tjOPDgTwHIz ] 2xrmy JBEa+k=9pEviCh

Certificate password ~ |#### Load certificate |

Hello S55H User, welcome to your HOE!

Save

Cancel

Figure 12: Public key of the Silnt-system

Depending on the format of the certificate used, the public key of the Silnt-system can be copied from “SSH Se-

cure Shell”, which is located on the “settings” tab.

This public key will be required in the further course to configure the connection in DCC. Therefore, it is recom-
mended to temporarily save/store this key, for example via a text file.

w|mleaun|muu|mm|mu‘mm‘zm" E‘::m“”| vamfl

T Unbenannt - Editer

Datei Beprbesen Format Angicht 7

Algenene Enstebingen| Kemmunkaton | Vemetzie zeniaien | informatonen | Berechstypen  51securs shel | @ 50131 /45 | Backm ooy | TeraP i) | TGRAP fout | Softmareversiesshing
% 55 Secure Shel
Enstebungen | 531Benutzer |
Ermtekungen suthentdzerurg ~ Detuggng
Netzwerk Port: 22  Berutrername Passnort & Zersfiat

AMAAB 3NzaClyc 2EAMAABIQAAAQEA]S FAF EACdxQMBL /ArZ6bByruZhZ) i2WnGt
HFHFQEymbm/p1kBpZ5uYqTR18d8FNSB1LEhIQc 23EGp20aB1cBbeAtuZSO0QASRH
AYzbiRFN2ESK3F 3plon6rMTczLhiGaGpTK7C601YF +VT21n0uVgEVaGy ZESpIKUN
6R1§LVe304nk) B2KmOUtaDaGX+6CPRuwIBOPHAE AL tLOENZ/TeLzZu
eKELDvHDEybjhlymn3tz1d/pSCayi+pQPSEFuQDtFdcy iPleqs]qU7 ZRBTRxn3n
KITHBF £655eKMqKICPFpnd 2303 1vMQNEGYLHdL T 20 g1 0wmo|

[~ Automagsche Alarm- | Warmungamelungen
mmer senden
Netrwerisdritstele

¥ Ethernet 1
¥ Ethemet2

S5H Zertfkat Privat) text

[Hellc S9W User, welccas to yous WORI

FATERS IO sy

[HTR20E ymbem, p1 E3pTENTTO1 SR LNSE LwERT Qo2 35

[A¥zbi RFM2ESKIF3pLone cHToalig 63 6pThT CEOL TF+IT LAOUNGEV GGy Ep I
” Zel:

| FELEv D3 b1,

690y ypUPSEEvaDe:
2 s

[Frivace-Lines: 1%

Fohopsolal

[P52q1 PLod) AL/ yEVRWNEAB O xagtepsz WS sAEndxfnx ] DGSEZ L ESTY)
DaTwHIz =

ZoriMatPosmers R Zertiat laden

[ [l |

Figure 13: Temporary storage of the public key
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Please remove the line breaks in the editor! This must be done, so that the public key will completely fit into one
line.

| Unbenannt - Editor - O *

Datei Bearbeiten Format  Ansicht 2

AAAAEBNZEClchEAAAAEJQAAAQEAjB'Fd'FEAcdstBMSL,"ArZEbSvr‘uZhZ]iszGtHFHFQEymbm;’plkSpZEquTBlSdSFNSBlLw6hIQc23EszBaBlchcAtuZEUQASRWAYZbiRFNZE5k3FBpluxSr‘MTc:

Figure 14: Corrected public key format

PLEASE NOTE

No connection to the Silnt is possible if the line breaks are not removed.

Please make sure not to remove any additional characters when removing
the line breaks.
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6 Installation of the Required Extension Modules (EM)
DAIG_TrPro_049 and TranslinerLib_103

6.1.1 Dependencies to the Security Domain Libraries

The DCC-object models, which ae used for the Silnt-integration are dependent from the Security Domain Librar-
ies. Therefore, these are a pre-requisite. If this EM is not yet part of the DCC-installation, it must be must installed
first.

6.1.2 Installation of the Extension Modules

The extension modules DAIG_049, DAIG_TrPro_049 and TranslinerLib_103 will be installed via the Desigo CC
Program Suite menu item named “Update Desigo CC”:

4" Desigo(TM) CC Setup - Server —
Setup Type Selection = o
Choose a setup type for installation. ~? L
® Server Feature Seecton
Clent Language Packs
FEP
‘ Back | ‘ Next | ‘ Cancel
Figure 15: Update Desigo CC-Window
Execute: “Feature-Selection” -->"Modify“-Button
« Desigo(TM) CC Setup - Server —
Feature Selection = o
Select feature(s) to install. ~:_ =

/| Building Automaticn

/| Connectivity

| Danger Management
| DE-Erweiterungen

o] Network

+| Total Building Sclution

Figure 16: Update Desigo CC: Feature Selection
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Confirm the “Add EM”-button. The ,Add EM“ procedure must be repeated for each of the 3 EMs.

Browse For Folder

’
’
|
!
’
|
!
’
'
L
’
'
L
L
|
’
’

BA_Modbus
BA_Pharma
BACnet_Server
BACMet_Standard
BACnetFire_Standard
BAS_Common

BAS_EN

BIM_Viewer
Clirmnatix_AirSystern_150
Climatix_BACnet_150
Climatix_HeatingSystem_150
CMSI_STT20
D3_Visualization

DAIG_(49

DAIG_CheckMk_049

DAIG Trlc_049
DAIG_TrPro_049
DataCenters_Comman_101

[ ox

Cancel

Browse For Folder

4 | InstallFiles

b
A

Brand
EM

Advanced_Reporting

Application_Host_Base

BACNet_Standard

BAS_Common
BAS_EN

BA_BACnet_DE_400

BA_DE_400
BA_Modbus
BA_Pharma

Climatix_AirSystem_150

Climatix_BACnet_150
Climatix_HeatingSystem_150

DAIG_049

DAIG_CheckMk_049

B DAIG TiPro 049

DataCenters_Common_101

Desigo_PX

Desigo_PX_DE_400

Desigo_PX_Extension_101

Desigo_System
Desigo_TRA

n Browse For Folder

-~

Desigo_TRA_DE_400
DI_Migration
DI_Migration_DE_400
DMS_Common

DMS_Common_DE_400

DMS_DE_400
DMS_EN

EnergyAndPowerManagement_Comr

Frnerav Renortinag

b

Managed_Meters
MeteoblueWeather
Meter_[EC61850
Madbus
Multimedia_Collection
NodeMap

OPC_DA _Client
Oracle_FIAS

PowerManagement_|EC61850_2

PowerManagement_Modbus
PowerManagement_Modbus_2
Push_Notification
RoomBooking_Comman
Scalance_150

Scripting
SecurityDomain_Libraries
Siclimat

Simatic_HVAC

Simatic_S7
Sinteso_FS20_DE_400
Sinteso_FS520_EN

SiPass

Siport_Modbus

SMC

SCRISDriver

TBS_DE_400
TBS_EN

W Translinerlib_103)

VIDEQ
VirtualDevices_BldgData
WeatherForecast_150
Web_Service_Interface

GMS

| oK

e |

Cancel

Figure 17: Update Desigo CC: EM Selection

Please confirm each of the individual EMs via ,,OK".
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& Desigo(TM) CC Setup - Server

Feature Selection

Select feature(s) to install.

i+ |« Building Automation
¢ || Connectivity
/| Danger Management

i+ |« DE-Erweiterungen

4 |/ Network
| DAIG

Pl Security
DAIG TranslinerPro
Security Domain Libraries
TranslinerLib

i |« Total Building Solution

[ sclectal | [ Desclectan |

Add Em

oK

Figure 18: Update Desigo CC: Selection of DAIG TranslinerPro, Security Domain Libraries, TranslinerLib

“Back” to Installer

&% Desigo(TM) CC Setup - Server

Setup Type Selection

Choose 2 setup type for installation.

& Server
Client

FEP

Language Packs

Feature Selection

[ Back

Next

Cancel

Figure 19: Update Desigo CC: Execute installation

Continue to navigate and execute the installation.

6.1.3 Add the Extension Module to the Project

PLEASE NOTE

first.

configuration process.

If creating a new project with the EM, this must be done during the

If adding an extension to an existing project, this project must be stopped

The extension modules DAIG TranslinerPro, TranslinerLib und Domain Security Libraries will be added to the
project via the Desigo CC System Managment Console (SMC).
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Systam Management Console

SIEMENS

e

Figure 20: Adding the Extension Module

Please use/open the Q—button dialogue to add EMs:

Select Project Extensions

» Network

¥ |/| Security
+/ |:DAIG TranslinerPro
/| Security Domain Libraries
+/| TranslinerLib

Figure 21: Dialogue adding the extension module

Please select the DAIG Silnt-EM (Security Domain Libraries und TranslinerLib will be selected automatically) and
confirm by clicking “OK”.

Click on the H. Icon.

PLEASE NOTE

If websites and web-applications are to be used within the project, an
upgrade of these must occur after the installation or update of the DAIG-

extension module!

Please start the Desigo CC-project after adding the DAIG-extension module.
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7 Configuration to Connect the Silnt-Interface to DCC

PLEASE NOTE

The DCC user must have configurational rights to configure the Silnt-
interface. All settings described below must be made in the configurational
mode.

PLEASE NOTE

For performance reasons, please set the transaction mode to ,,simple“ before
doing bigger Silnt-transfers.

Upon completion of the import, this setting can be undone accordingly.

Please switch to the configuration mode in DCC by clicking on “operation”.

e _Openting_

Figure 22: Desigo CC-window switching in the configurational view

7.1.1 Adding a SiInt-Device

PLEASE NOTE

The DAIG-driver must be started when performing all the below described
configurational changes.

One Silnt-device-item can be added/created in the management-view underneath the tree-node for the DAIG-EM
network, which was created during the installation.
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| Management View

| Shaw Description [Name]

Manual navigation

¥ Project [ManagementView]
¥ Field Networks [FieldNetworks]

DAIG Network [DAIGNetwork]
- ESPAd44 Interface Field Network [ESPAd44InterfaceFieldNetwork]
» Field Network [G: k]

Network [Network]
OPC Network [OPCNetwork]
B SMTPEMail Field Metwork [SMTPEMailFieldNetwork]
SNMP Network [SNMPNetwork]
- Management System [ManagementSystem]
B System Settings [SystemSettings]

Object Configurator

Figure 23: Desigo CC: Creating/Adding a New Silnt-Device

Create new Siveillance Intrusion PRO/ADV dev

Device name

Siveillance Intrusion PRO

Figure 24: Desigo CC: Dialogue, Creating/Adding a New Silnt-Device

7.1.2

well as the Log-Level

Configuration of the Connection to Silnt & Configuring the Polling-Parameter as

The connection to Silnt will be configured in the newly created/added device-tree-node in the “DAIG”-register.

| Management View

| Show Description [Mame]

Manual navigation

W Project [Management\iew]
W Field Networks [FieldNetworks]
¥ DAIG Network [DAIGNetwork]
Siveillance Intrusion PRO [SiveillancelntrusionPRO]
- ESPA444 Interface Field Network [ESPA444InterfaceFieldNetwark]
b GSMGateway Field Network [GSMGatewayFieldNetwork]
Network [Network]
OPC Network [OPCNetwork]
| SMTPEMail Field Network [SMTRPEMailFieldNetwork]
SNMP Network [SNMPNetwork]
P Management System [ManagementSystem]
- System Settings [SystemSettings]

o
A

PRl ¥ Connection Information

vel i IP address:
Device name: Siveillance Intrusion 127.000
55H Usen: ssh_user TCP port: 22

¥ Client Certificate

Certificate file (private
key):

| Drcode siemens.com\DAIG_5\DccOpenssH |

Password: | e |

¥ Siveillance Intrusion PRO/ADV Settings

Server public key:

AAAAB3NZaClyc2EAAAABIQAAAQEACZM
“[WWwDiGu2dshMYAGIOn7TmSjpIV3Dv2POEaAZUby TTFooBwe3IZ2CCQUFMERAR
lonZUzPR1ENTV/TiyWZCOSOG/Md/3ApiQyTADXHXNUU0G1PWanp
+RrOtUKLspht4FO0tHarXZLwddwG3Uy36htNmyCKiPakOGAIdY
+RJKQOVGV/9v3IdATaVIFFO2ZM15c62UEINav2gHS YISpGYRRTWAMHMSIS 35Re4cE
FHT62MyLX335bE0&M 3swBgtWETYHISCMyUDyguugHECTSTgmCKIVXWHIgME
DzalCkuV1 +ku2IRx SVZaFuDAMAUGPSNY +L1+Fapda 1 4dEXmw==|

Figure 25: Desigo CC: Connection-Configuration to Silnt

The configuration of the Silnt-device includes the following parameters:

e |P-address of the local monitoring-entity (no hostname!)
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e User for the encrypted connection to Silnt (will be configured within Silnt)

e TCP-Port of the connection (SSH: 22)

e Client-certificate-file on the DCC-computer, which was created in section0 (Clicking onto the field will
open the “Windows”-explorer window to select the file)

e Password of the client-certificate-file

e Public SSH-key from Silnt in section 5.2.3 (Pease ensure that the complete public key was truly and

fully copied into the field!)

After entering the parameter, please save the new configuration and wait until the connection to the Silnt-system
is established (connection status: connected).

7.1.3 Adjusting the Poling-Time-Interval in the Extended Operation

Summary Status

Alarm Suppression

Connecticn State

License

Log Level

Polling Interval

EIE3ED

Siveillance Intrusion PRO [SiveillancelntrusionPRO]

Security Fault

Disabled

Connecting

Ok

3 - Info

3 - Info

Figure 26: Desigo CC: Adjusting the Polling-Time-Interval

The polling-parameter determines the time-interval (in sec), as to when the Silnt-system will be queried for con-
figurational changes. The standard value for the polling-parameter is 60 seconds. It can be changed under the

menu-item “Extended Operation .

The duration of the log-level for the driver can be changed via “Extended Operations” as well generating more
detailed log-data for review & analysis purposes. The log-levels can be combined with each other. Thus, for

example the log-level 3 is activated as a standard, displaying a combination of EROR and WARNING.

Log-Level | Integer- Meaning
Value

ERR 1 Errors preventing the correct operation of the Silnt-con-
nection

WARN 2 Warnings preventing a partially correct operation of the
Silnt-connection

INFO 4 Overview/information to verify the correct operation

DBG 8 Detailed information for review & analysis purposes in
case of faulty operation.
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PLEASE NOTE

If the Silnt-system is offline or if the network connection is disconnected, the
DAIG-driver will periodically try to connect to the Silnt-system. Once
connected successfully, all states and alarms will be synchronized with DCC.

7.1.4 Configuration of a redundant connection

If you want to use a redundant connection to the Siveillance Intrusion Pro system, you have to setup the
Backup-IP-Address and Backup-Port. Due to same configuration on both redundant Siveillance Intrusion Pro-
CPUs no further configuration information have to be changed.

¥ Connection Infarmation

Redundancy {leave IP address empty if not required)

Device name: testg IP address: | 127.0.0.1 Backup P address: |127.00.2

“Key_For_SiveillanceVideo_OpenSSH

55H Usen | ssh_user 55H port: | 22 Backup 55H port: | 22
¥ Client Certificate
E:;]‘_iﬁme file (private ‘ D:\TranslinerProlnVMS\#CCTWT3\Keys_Schulung ‘

Password: | B |

¥ Guarto3000 Settings

Server public key: AAAARINZACTYCZEAAAARIQAAAQEANVYALDZZUSPPX ) DDCMIOCEDINoXgbPYT0Z
nEer/th/
DjN4k3tg ANV 21ghiz5T 1 ROZouPfuXSadebZgWEBYITYOnHKSOGTIGASphIVCSZ/
ehkbaGlgyDehfDfuTTFaGLukdu 17T 70usFi7
+s0gWiucHBTFiHyh Lz0AWYrRXzIgIVBIFovkSISmnx LS rmBVI4Xd RxyOKd T hkNY
Z528rAlD1 CBwGDw30smUpnxulTCBsznW 1 rSHjtOi0WfuCEZg3ExB1BulEjNecBaCl
Hg3CvFfalizyAALDPS32PyjdIpwm BLIhEGnMNPemkMAMTHsygwEzd ri{ DVsOTids

bO==
¥ Additional settings
Choose Siveillance Intrusion language texts v
Choose Address-Delimiter (300011 {Default) or 3000-1 or 3000/1) D
Automatically send Ready To Set, if setting area fails |:|

Operation Extended Operation Detailed Log Text and Memo

i
I

testg [testg]

g Aggregated Summary Status Security Exclusion
¥ New Task

Connection State Connected Intrusion Activate/Deactivate Qutput
Intrusion Inhibit/Deinhibit
Redundancy Connected via primary connection Intrusion Isolate/Deisolate

Suppress Alarms

By using the redundancy function, the “Redundancy”-Datapoint will be activated. This datapoint can be found on
the Siveillance Intrusion Pro device node and will display the state of the redundant connection. Following states
are possible:

- Normal

- Connected via backup connection (Primary connection lost)

- Connected via backup connection (Primary connection available)
- Connected (Backup connection lost)

- Disconnected (Primary and backup connection lost)

- No redundancy in use
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PLEASE NOTE

In order to use the redundancy function, two licenses for the Siveillance
Intrusion Pro integration in Desigo CC is required.

7.1.5 Configuration of detector- and area language texts for the import

The intrusion panel supports several languages. If you want to use different language texts than the default lan-
guage (configured in the intrusion panel), you can select to preferred language for detector and area hames in
the configuration view of the interface.

¥ Additional settings

Choose Siveillance Intrusion language texts Defaut u
Choose Address-Delimiter (300011 (Default) or 3000-1 or 3000/1) | u

Automatically send Ready To Set, if setting area fails

If the given language is not available in the intrusion panel, the interface will automatically fall back to the stand-
ard language texts from the intrusion panel.

7.1.6  Configuration of the address delimiter for detectors

Detector addresses of the intrusion panel are set as ID of the detector nodes in Desigo CC. For configuration of
the delimiter character between the unit address and the input number from the intrusion panel, simply select
the preferred character in the configuration view of the interface. Available characters area |, - or /.

¥ Additional settings

Choose Siveillance Intrusion language texts Default u
Choose Address-Delimiter (300011 {Default) or 3000-1 or 3000/1) | u

Automatically send Ready To Set, if setting area fails

PLEASE NOTE

Changing the address delimiter will result in having to reimport every detec-
tor and losing references on graphics.

7.1.7 Automated Ready to Set

After trying and failing to set an area from Desigo CC, you can configure to automatically send an Ready to Set
command. By checking the ,automatically send Ready to Set, if setting area fails” checkbox this function is acti-
vated.

The feedback of this automated Ready to Set command is the same as if the user presses the Ready to Set
button.
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¥ Additional settings

Choose Siveillance Intrusion language texts Default
Choose Address-Delimiter {30001 (Default) or 3000-1 or 3000/1)

Automatically send Ready To Set, if setting area fails

7.1.8 Import of the Silnt-Configuration

The Silnt-interface supports the online configuration method. This means, that once successfully connected, the
Silnt-connection will be transferred automatically. No configurational files must be imported into DCC.

The import of an intrusion model from the Silnt-configuration consists the following steps:
1. Transfer the Silnt-configuration into DCC

2. Use the configurational tree-nodes to select the areas, detectors, hardware-modules, etc., which are to
be imported

3. Import the selected objects into DCC: Create/add the datapoint and nodes in the management-tree

The Silnt-interface periodically polls the system for configurational changes. Please perform the above-men-
tioned steps 1-3 once again as soon as a change in the configuration is detected.

Steps 2-3 can be performed at any time if either areas / detectors etc. are to be deleted or added to the inter-
face-connection.

The following sections will provide further details to the individual steps.

7.1.8.1 Copy the Configuration from the Siveillance Intrusion PRO/ADV System

During the first-time configuration and during every configurational change, the Silnt module of the DAIG-driver
imports the Slint-configuration. This activates the button “Transfer configuration from Silnt” within the “im-
port’-tab of the Silnt-device configuration. Clicking on this button will import the new Silnt-configuration adding it
to the configurational tree-node-view and deleting objects, which are no longer available.

The result of this procedure is a new configurational tree-view activating the button “transfer configuration
from Silnt” again.

PLEASE NOTE

The Silnt-module in the DAIG driver periodically polls the Silnt-system for
configurational changes. The standard value for the time-interval is 60 sec-
onds. It can be changed viathe device-settings of the Silnt-device (please see
above).
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The polling-parameter determines the time-interval (in sec), as to when the Silnt-system will be queried for con-
figurational changes. The standard value for the polling-parameter is 60 seconds. It can be changed under the
menu-item “Extended Operation®.

If a new Silnt-configuration is not transferred, the Silnt-connection including
the very last existing configurations will be run.

Command & control functions, status-displays and the alarming of existent
areas / detectors etc. will still function. However new areas/detectors etc. will
no longer be available.

Also, the tree-nodes of deleted areas/detectors will be displayed. Thus, the
connection will become inconsistent. Therefore, it is advisable, to
immediately transfer new configurations into DCC, once changes in the Silnt-
configuration take place.

7.1.8.2 Select those Objects in the Configuration-Tree, which are to be Imported

4 (M Siveilllance Intrusion PRO

4 Intrusion Areas
4 Area 2
Mation sensor2
Seismic sensor2
4 Area 3
Duress
Heold-Up2
4 Present/Absent Areas
4 Area 1 Pane
4 Hardwaremodule
Power supply

ATD & Siren interface
Flashlight Monitoring
External Siren 1 Menitering
External Siren 1 Menitering
Failure ATD
ATD Megative confimation
Mation Sensorl
Seismic sensorl

4 |W Doors
Doorl
Doorz
Doornx

4 On/Off Areas
Random alarms
4 Perimeter Areas
4 Perimeter
Perimeter detectori
Perimeter detector2
4 Default Areas

System

Figure 27: Desigo CC: Silnt- Configuration-Tree

The intrusion areas (security areas, doors, HW-modules, detectors, etc.), which are available for the import will
be displayed in a hierarchic structure by the configuration-tree in accordance with the way, these were aligned
during the import within the DCC management-tree-view. The intrusion objects, that are to be imported can be
selected via the checkboxes. Selecting or de-selecting an area will either select or deselect the detectors included.
Selecting or deselecting the Silnt-tree-node will select or deselect all subordinate areas including detectors and

HW-modules.

Objects, which are marked orange do indicate a change that took place since the last Slint-configuration (such
as name changes, structural changes of an additional entry).
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7.1.8.3 Generating a Pre-Import log

To view changes that would be applied once you import, you can generate an Pre Import Log. In this file all ob-
jects which would be deleted, created or renamed by an import will be listed.

The Pre-Import Log can be generated by pressing the ,Generate Pre Import Log".

The resulting file is available in the following directory ,GMSMainProject/bin/DAIG_Prelmportinformation®. You
can also open it in the information message after generating the file.

j *Pre_lmport_Log.txt - Motepad

File Edit Format View Help

Import information

Items which will be deleted:

- ID: 3eed13 Name: Tiriberwachung Object-Model: GMS_Transliner Detector_1@3 DCC-Function: Guarto3@0@_Default_1@3 Parent: Bereich 1

Items which will be created:
- ID: 38e2I1 Name: Einbruchalarm Object-Model: GMS_Transliner Detector 183 DCC-Function: Guarto3@@@ Default 183 Parent: Bereich 1

Items which will be renamed (References will remain):

7.1.8.4 Import of selected objects in DCC

As soon as changes to the existing configuration are detected by the configuration -tree, the Import-Button will
be activated importing the selected configuration into DCC.

4 (M| Siveillance Intrusion PRC
4 Intrusion Areas
4 Arez 2

After clicking on the Import-button, a reconnection to Silnt will take place synchronizing the imported states and
alarms with those of the Silnt-system.

PLEASE NOTE

A maximum system configuration of 5000 intrusion nodes distributed to a
maximum of 5 Siveillance Intrusion PRO/ADV control panels were tested.

Larger systems are possible and subject to project-specific requests for
validation. Also, please note the following points for larger systems:

e Creating/deleting a tree-node during the import takes between 0.05-1 sec.
The progress is displayed next to the “Import”-button. Please remain in the
“Import”-screen, until the import is fully completed!

e Such a large configuration, as this one, only has a minor impact on the
operational mode of the integration/connection: Starting the driver and
establishing the connection including resync of alarms will only take few
seconds.
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PLEASE NOTE

The “Import” button will be activated, if the configuration tree will change for
any of the following reasons:

e A new Silnt PRO/ADV configuration is transferred
e The DCC-user will select/deselect objects in the configuration-tree

By confirming the now activated “Import” button, these configurational
changes will be applied, and the selected/deselected DCC-tree-nodes will
either appear/disappear accordingly.

PLEASE NOTE

All alarms of the Silnt PRO/ADV system are based on inputs. In DCC the
inputs are displayed/mapped to as hardware modules or detectors.

If a hardware module/detector is excluded from the import, the alarms of its
inputs will NOT be forwarded to DCC!

PLEASE NOTE

Objects, which are marked orange do indicate a change to the object, that
took place since the last Slint-configuration (such as name changes, struc-
tural changes of an additional entry).

During the import, this object will be deleted and newly added, erasing the
history for this object.

7.1.9 Individual Customizing

7.1.9.1 Adjustment of area type mappings

If the Siveillance Intrusion Pro panel is created without an template or the area type IDs were changed, you can
adjust the mapping of area type IDs to Desigo CC area models.

The drivers uses the following default mapping:

Area type-ID
0

o N o o B~ W N PP
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Every area type ID > 8 will be automatically mapped to the generic area type.

For adjusting the mapping, create the file ,SpecialAreaTypeMapping.txt“ in the following directory: ,GMSPro-
jects\GMSMainProject\bin\DAIG_IntrusionMappings*.

[ ] = | DAIG_IntrusionMappings
“ Home share View
<« i <« GMSProjects » GMSMainProject » bin » DAIG_IntrusionMappings v | D Search DAl
&=/ Pictures " Mame a Date medified Type Size
Documents Guarto3000 28/08/2023 11:46 File folder
_G3k_TexteUndh =| SpecialfreaTypeMapping.txt 20/09/2023 12:52 Text Document 1KB

To change the mapping of the area type ID 3 (from the intrusion panel configuration) to the generic area type in
Desigo CC use the following syntax:

mj SpecialfAreaTypeMapping.tet - Notepad

File Edit Format View Help
3=GHS_Guar‘toSBBB_GenericArea_183|

Following area type names in Desigo CC are valid values for the name of the model in the file:

- GMS_Guarto3000_GenericArea_ 103 -> Generic area type
- GMS_Guarto3000_StandardArea 103 -> Standard area

- GMS_Guarto3000_DoorArea_103 -> Door

- GMS_Guarto3000_OnOffArea 103 -> On Off area

- GMS_Guarto3000_PresentAbsentArea_103  -> Present Absent area
- GMS_Guarto3000_LockArea_103 -> Lock area

- GMS_Guarto3000_LockGateArea_103 -> Lock Gate area

- GMS_Guarto3000_FreeOccupiedArea_ 103 -> Free Occupied area
- GMS_Guarto3000_PassageDoor_103 -> Passage door

If the IDs for area states and commands are also configured on the project site please use the generic
area type. This type uses a fully generic approach and has no dependencies to static area states

] PLEASE NOTE
[ ]

After adjusting the area type mapping, the driver has the be restarted to
reflect the changes in Desigo CC.

7.1.9.2 Command & Control Authorizations

The command & control authorizations for intrusion areas, detectors etc. are set via DCC in the following man-
ner:

o All users are allowed to conduct ,Ready-to-Set-Test, walk-tests, seismic-tests and sabotage-tests.

e The remaining command & control functions is limited to users, who have the command-group authori-
zation ,Extended®, such as:
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- Set/unset intrusion areas

- Switch on/off detectors or HW-modules
- Open/close doors

- Switch on/off “On-/Off-Areas”

¥ Scope Rights

Discipline | Object Type | Property Groups | Command Groups
Scope Subdiscipline | Object Subtype  |Sta. |Con. |Dia. |Own. |Sta |Eve. |Adv. |Own, |2t |Delete |Sup. | Vis.
ALL ALL
System1 W W W W

ALL ALL

Command-Group Authorizations for DCC-user

7.1.9.3 Customization of Alarm-Mappings

If there are new Alarmtypes defined in the Siveillance Intrusion Pro configuration you have to additionally map
these Alarmtypes for the Desigo CC interface. After starting the DAIG-Driver you can find the AreaAlarmMap-
ping.txt and DetectorAlarmMapping.txt in the following directory: ,GMSMainProject\bin\DAIG _IntrusionMap-
pings\Guarto3000*

If you want to use a specific Alarmtype-ID for a detector your have to add the new Alarmtype-ID and map it to a
Textgroup-1D, which is available in the detector alarm table (in DCC).

After restarting the driver, the new Alarmtype-Mapping will be used.

] PLEASE NOTE
[ )

After changing the alarm mapping, the driver must be restarted!

7.1.9.4 Individual Customizing of Alarms

As explained in section 4.2.3, the alarm-behavior is determined by the alarm-tables of the management-station-
alarms or the field-system alarms used in the corresponding objects. These can be adjusted by standard DCC-
procedures (customization) in accordance with project-specific-requirements.

PLEASE NOTE

If alarm-tables are customized in accordance with project-specific
requirements, the driver must be re-started afterwards!

7.1.9.5 Individual Customizing of the Icon-Texts

Following a corresponding graphic-symbol from the “Global_Base_400_ZN_1 Library customization”, the follow-
ing substitutions were adopted for the text individually customizing the contents and positions of the icon-texts:
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~ Substitutions
*  Systeml.ManagementView:ManagementView.Fieldh
AlternativeText:
BoxWidth: 0
Direction: 1
FontSize: 10
FormFactor: 0.6
LastChar .
Mode: 2
TextBackground:  #00000000

TextColor:  Black

e Alternative Text: If modes = 1 (see below), the text will be displayed underneath the icon
e BoxWidth: If different from 0, it will determine the width of the text-box

e Direction: 1: underneath the icon
2: left from the icon
3: over the icon
4: right from the icon

e FontSize: Text size

e LastChar: Separation character, which extracts the name from the tree-node name. Example: ,Sys-
teml1.ManagementView:ManagementView.FieldNetworks.DAIGNetwork.TranslinerPro.Detecor1® will be
extracted to "vcenter® by LastChar = “.“

e Mode: 0: Node-name according to the tree-display (description, name, description [name] or
Name [description])

1: Alternative Text
2: Name (default) extracted from the tree-node-name via LastChar

e TextBackground: Background color of the text

e TextColor: Text color
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8 Troubleshooting

8.1  Faulty Siveillance Intrusion Pro Configuration

If there is an alarm in Desigo CC with the message ,Guarto3000 configuration faulty“, check the Siveillance In-
trusion Pro configuration for inconsistencies. In particular semicolons in input and area names lead to faulty con-
figurations.

To check the input names you can use the function ,change inputs® in the configuration tool of the Siveillance
Intrusion Pro.

|]I| MOX Config R8V11.03a © 2002-2022 by NOX Systems AG  System Version V11,04 fir Siemens DE (Onling) — x

Konfiguration = Einstellungen  Hilfe

Mewu... Auswahl
. - TEST - Guarto30007
Andern... g 18.09.2023 14:25 PC HOX
Laschen ‘ =——————
Umbenennen... Verbindung

X TEST - Guarto3000
Kopieren... 18.09.2023 14:25 PC NOX
ADV100/200 in Standard System unwandeln

. __ IP Ad
Sprache hinzufdgen... IP-Adresse: |12?.D.D.1 ﬁ speiclf-qeesfne

Sprache léschen...
Code: ## Verbinden
Importieren Konfiguration von Datei...

Exportieren Kenfiguration in Datei...

12:51:32 Anmelden an Loader ~
- 12:51:32 Anmeldung erfolgreich
Reorganisation (schnell) 12:51:35 NOX 11.4 (Unknown) gefunden
. 12:51:37 CPU gestartet
Synchronisieren 12:51:38 PC-Interface gestartet

Konseteneprating 12:51:38 Anmelden an NOX

38 NOX Anmeldung erfolgreich

Offline Informationen
Gerate aus CSV Datei exportieren / importieren

Eingdnge bearbeiten...

I Loader Online ceu [
Einzelanlagen zu Master/Slave System kombinieren... Security Level 3 Security Level 3
Drucken / Export / Import Verbunden Login Benutzer Administrator
Loader... Systeminfo
Beenden
Backup CPU Stop
Terminal
V11.4§ V11.4§
PC HOX
Kundenfilter:
Example for a faulty input name:
32 30020 ALJll often :. bystem bystemstorung
[M

8.2  Verifying the correct Integration of EMs

Upon correct installation of the DAIG-TranslinerPro-EM, the following libraries are visible in the browser, under
management view, in system settings/libraries:

e Intrusion_Device Transliner_103

e Security Domain_150
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System Manager

+ Management View » Project (System1) » System Settings » Libraries »

| Soeary Configuetor | [ Engineering |
Management View Libraries - Root -
04 Name Discipline System Level Version
Show Description L1-Headquarter\Global\BACnet Glabal BACnet Headquarter 1.168
Manual navigation L1-Headquarter\Global\Base Glabal Base Headquarter 1187
L1-Headquarter\Global\Driverinfrastructure Glabal Driverinfrastructure Headquarter 1.7
L1-Headquarter\Global\Events Global Events. Headquarter 165
¥ Project 11-Headquarter\Globs\HDB Global HDB Headquarter 129
B Field Netwrks
> Management System L1-HeadquartenGlobalyjournaling Global Journaling Headquarter 17
W System Settings L1 Headquarter\GlobahLogViewer Global LogViewer Headquarter 1.14
P lient Settings L1 Headquarte\GlobahMacro Global Macro Headquarter 1.18
Conversion Tools 11-Headquarted GlobshOPC Glabal opC Headquarter 11417
s L1-Headaquarten\GiobahResction Giobal Reaction Headauarter 126
» Li-Headquarter L1-Headquarer\GIobah RENO Global RENO Headquarter 143
L2-Region L1-Headquarter\Global\Report Global Report Headquarter 145
> G'S“”"'"r L1-Headquarter\Global\Scheduling Glabal Scheduling Headquarter 112
;v::a.: F‘:E;"m s L1-HeadquanterGlobah SNMP Glabal SNMP Headquarter 125
Organization Modes L1-Headquarter(GlabalTrend Glabal Trend Headquarter 11
P Related items Templates L1-Headquarter\Glabal WMl Glabal WM Headquarter 110
P Scopes L1-Headguarterintrusion\Device\Intrusion Device Trar _Intrusion Device Transiiner 103 Headouarter 135
Security - s— e
. ' L1-Headquarter\Security\Damain Security Domain_150 Headquarter 1 37]
Views L4 Project\Cammorni\Cammon Commen, Dits Projact 14
L3-Country\Global\Giobal Daig 049 RC 1 Global Daig Country 11
L3-Country\Global\Global Daig Check MK 049RC 1 Global Daig_Check MK Country 1.19
e i

¥ Operating Procedure
New Remote Notification
¥ Report

New Report

¥ Trend

New Trend

System Browser

Extended Items loaded successfully

Figure 28: Desigo CC: Verifying the Correct EM-Installation

8.3  Connection Attempt between DAIG-Driver and Siint

The log file (C:\GMSProjects\<Projektname>\log: WCCOADAIGDriverX.log) shows if an attempt to connect to the
Silnt-system was made:

WCCOADAIGDriverl:WCCOADAIGDriver (1), 2017.09.18 15:34:56.042, INFO, Opening connection to
trpro://127.0.0.1:22/1

A successful attempt will be displayed in the log:

WCCOADAIGDriverl:WCCOADAIGDriver (1), 2017.09.18 15:35:32.754, INFO, Connection to
trpro://127.0.0.1:22/1 succeeded

If the Silnt-system cannot be reached, the following log entry will be displayed:

WCCOADAIGDriverl :WCCOADAIGDriver (1), 2017.09.18 15:31:29.925, WARN, Connection to
trpro://127.0.0.1:22/1
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