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Copyright 
Copyright © 2023. Siemens AG. All rights reserved. 

 
The information contained in this publication is company-proprietary to Siemens AG. This publication and related 
software are provided under a license agreement containing restrictions on use and disclosure and are also pro-
tected by copyright law. Reverse engineering / copying of any Siemens AG hardware, software, documentation, 
or training materials is strictly prohibited.  
 
This publication and related software remain the exclusive property of Siemens AG. No part of this publication or 
related software may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, 
electronic, mechanical, photocopying, recording or otherwise without the prior written permission from Siemens 
AG.  
 
Due to continued product development, the information in this publication and related software may change with-
out notice. Please report any errors to Siemens AG in writing. Siemens AG does not warrant that this publication 
or related software is error-free.  
 
Any references to companies or persons are for purposes of illustration only and are not intended to refer to actual 
individuals or organizations. 

Cyber Security Disclaimer 

Siemens provides a portfolio of products, solutions, systems and services that includes security functions that 
support the secure operation of plants, systems, machines and networks. In the field of Building Technologies, 
this includes building automation and control, fire safety, security management as well as physical security 
systems.  

In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement – 
and continuously maintain – a holistic, state-of-the-art security concept. Siemens’ portfolio only forms one element 
of such a concept.  

You are responsible for preventing unauthorized access to your plants, systems, machines and networks which 
should only be connected to an enterprise network or the internet if and to the extent such a connection is 
necessary and only when appropriate security measures (e.g., firewalls and/or network segmentation) are in 
place. Additionally, Siemens’ guidance on appropriate security measures should be taken into account. For 
additional information, please contact your Siemens sales representative or visit 
http://www.siemens.com/industrialsecurity.  

Siemens’ portfolio undergoes continuous development to make it more secure. Siemens strongly recommends 
that updates are applied as soon as they are available and that the latest versions are used. Use of versions that 
are no longer supported, and failure to apply the latest updates may increase your exposure to cyber threats. 
Siemens strongly recommends to comply with security advisories on the latest security threats, patches, and other 
related measures, published, among others, under  

For additional information on building technology security and our offerings, contact your Siemens sales or project 
department. We strongly recommend signing up for our security advisories, which provide information on the 
latest security threats, patches and other mitigation measures. 

http://www.siemens.com/cert/de/cert-security-advisories.htm 

 

http://www.siemens.com/cert/de/cert-security-advisories.htm
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Trademarks  
Desigo CC™ und Siveillance Intrusion PRO/ADV™ are a registered trademark of Siemens AG.  
 
All other product or company names mentioned in this document are trademarks or registered trademarks of 
their respective owners and are used only for purposes of identification or description.  
 

Contact  
If you have questions or suggestions regarding the product or this documentation, please approach your Sie-
mens correspondent: 
Edition: 28.05.2024 v6.0.145.0, v7.0.0002.9, v8.0.0001.1 
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Glossary of Terms, Abbreviations and Acronyms 

 

Areas Area types which are supported by Siveillance Intrusion Pro and 
displayed as “areas” within DCC, such as standard areas, doors, 
“On-Off-Areas”, lock area or generic areas. 

 

Client Certificate A type of digital certificate that is used by client systems to make 
authenticated requests to a remote server. 

 

Control, to control    To operate, command, execute. 

 

Control panel Control unit or system in use such as “Siveillance Intrusion panel” 
/ Siveillance Intrusion control panel. 

 

DAIG  short for “Desigo Application Integration Germany”, an additional 
DCC-EM (extension module) providing the infrastructure and 
common basis for the integration of subsystems into DCC. 

 

DCC Short for „Desigo CC”  

 

 

Desigo CC Siemens integrated building management platform for 
managing buildings 

 

Intrusion area     A single zone or multiple zones. 

 

I/O module Input/Output module, transferring data from one device to 
another 

 

LSN / LSN HW modules Short for Local Security Network (German: Lokales Sicherheits-
Netzwerk),  

 

LSN gateway applying networking technologies via LSN HW modules, LSN 
gateways, etc. 

 

 

On-/Off areas One or multiple outputs within Siveillance Intrusion PRO/ADV. 

 

SiInt Short for the Siemens intrusion detection system “Siveillance 
Intrusion Pro” (former name: “Guarto3000”-system) 

 

Siveillance Intrusion Pro 

Integration / SiInt-integration An integration of Siveillance Intrusion Pro into the Siemens 
management system platform Desigo CC (DCC), also referred to 
as an interface or link to DCC. 

 

PuTTY/Puttygen A free and open-source terminal emulator, serial console, and 
network file transfer application. It supports several network 
protocols, such as SSH. 
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Private key file A text file used initially to generate a Certificate Signing Request 
(CSR), and later to secure and verify connections using the 
certificate created per that request. 

 

“Ready to Set” command   Ready to be locked, condition met is ok be locked. 

 

 

SSH (access) Short for Secure Shell, an encrypted network communication 
protocol used to secure the connection between Siveillance 
Video and Intrusion 

 

SSH-user Name of the user, whose credentials are a used for the SSH 
connection 

 

State   Refers to a status or condition. 

 

 

Guarto3000 Former name of the current Swiss Siveillance Intrusion Pro 
(short: SiInt-system) 

 

Unset/set, to unset/set   To arm or disarm. 

 

VdS Short for „Verband der Sachversicherer“ or „Verband der 
Schadenversicherer“, a fully owned subsidiary of the German 
Insurance Association (GDV), one of Germany’s leading 
independent testing institutions for fire safety and security 
providing essential standards in safety and security solutions. 
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1 About this Document 
This document describes to the respective commissioning personnel, how to set-up and configure the Swiss 

Siveillance Intrusion Pro to the Siemens management system platform Desigo CC (DCC).  

 

 
PLEASE NOTE 

Because of differences in area configuration, states, alarming behavior and look, 
you have to integrate the Swiss Siveillance Intrusion Pro (formerly known as 
Guarto3000) by using the DAIG_Guarto3000_049-EM (described in this manual). 

If you want to integrate a Siveillance Intrusion Pro/Adv (EU-Template) or 
Siveillance Intrusion Pro/Adv (DE-Template, formerly known as Transliner Pro), 
please contact your regional Desigo CC portfolio manager. There is a separate EM 
for this case. 

 

 

 
PLEASE NOTE 

SiInt establishes a connection to DCC by using the infrastructure of DAIG (Desigo 
Application Integration Germany).  

Therefore, as a prerequisite, before establishing a link to DCC, the following two 
action steps must be taken first:  

• The DAIG extension module must be installed.  

• The DAIG-driver as well as the DAIG-network-tree-nodes must be created 
and configured.  

Please perform these steps in accordance with the DAIG administration manual, 
which usually is delivered with the DAIG EM.  

 
PLEASE NOTE 

This document only describes the installation and configurational set up of the SiInt-
integration. The operation of the integration is described in an independent 
document named “EXT_OPR_049_SiveillanceIntrusion-DCC-
Operation_Manual_01.pdf”. 

 

This document is made available by the DCC-support/online help.  

 

 

Please perform the following steps to set up the integration/EM: 

• Customize the SiInt-configuration to enable access by Desigo CC (DCC) 

• Install the des DAIG_TrPro_049- extension module  

• Create and install a certificate to facilitate an encrypted communication between the DCC DAIG Driver 

and SiInt 

• Configure/set up the Siveillance Intrusion connection in DCC  

• Import the SiInt-configuration into DCC 

Once successfully configured, set-up and started, the status for all intrusion objects from SiInt (such as areas, 

detectors, etc.) will be displayed in DCC. Objects are now allowed to be controlled and upcoming intrusion alarms 

and alert messages will be displayed in the DCC-alarm list. 
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1.1 Further Documentation 

• EXT_ENG_049_DAIG-Administration_Manual_01.pdf 

• EXT_OPR_049_Siveillance-Intrusion-PRO-ADV-DCC-Operation-Manual_0.pdf 

• Desigo CC 6.0 Operating Help 

• Desigo CC 6.0 Engineering Help 
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2 Safety 

2.1 Target Audience 
 
This document provides instructions for the following target readers: 
 

Target Readers Qualification Activity Condition of the 
Product 

System Administrator 

/ Data Entry & 

Maintenance 

Has specialized knowledge in 

IT-systems, management 

systems and subsystems. 

Specific product training is 

required. 

Configures and manages 

(user-) settings. 

Responsible for user 

management. 

Integration/EM and 

connection ready for 

operation. 

Commissioning/ 

maintenance 

personnel 

Has specialized knowledge in 

IT systems, management 

systems and subsystems. 

Specific product training is 

required. 

Installs and configures the 

SiInt integration/connection to 

DCC. 

Periodically checks on proper 

functional capability of the 

system, keeps the system up 

to date and manages the 

extension of the system. 

Desigo CC and SiInt are 

installed and configured. 

Operating personnel Has basic Desigo CC 

knowledge on how to operate 

the system. 

Confirms alarms/notifications 

which are which are 

generated by the SiInt-

integration. Controls the 

operation of Siveillance 

Intrusion. Monitors/supervises 

the overall system state. 

The integration/EM is 

configured. 

2.2 General Safety Instructions 
Please note all instructions in this manual. 

• Retain this document for reference purposes 

• Always include this document with the product if it is transferred to a new owner 

Loss of data when updating the software 

Secure all your data before updating the software. 

2.3 Meaning of Symbols  
 

 

Tips and Information. 

 

 

 
PLEASE NOTE 

Includes additional information to a certain subject. 
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3 General Information 

3.1 Terms of Use for Documentation 

This documentation has been carefully tested for compliance with the hard- and software components described.  

However, discrepancies between the documentation and the software cannot be fully excluded. Therefore, we do 

not accept any liability for exact compliance.  

The information in this guide is verified on a regular basis and any required corrections will be included in subse-

quent editions. We are always grateful for your user feedback and suggested corrections.  

Please note, that the subsequently outlined supplementary agreement for the provision of RC-DE SI SSP docu-

mentation is applicable. 

. 

3.2 Supplementary Agreement for the Provision of Documentation 

• You have the perpetual and non-exclusive right to partly modify, reproduce in an altered or unaltered 

manner and transfer either on paper or another data storage medium to third parties as part of this man-

ual (subsequently referred to as administration manual) for the purpose of generating technical docu-

ments of systems which are equipped with the SI SSP DE software extension module DAIG-TrPro. 

• If adding other documentation into this administration manual and if any further document processing is 

done, please make sure that all safety -relevant instructions are maintained and kept visible. 

• You have the sole responsibility for all included, unaltered or altered documentation. 

• Reproduction and duplication of this documentation as well as the use and communication of its content 

is not permitted unless specifically approved. 

• Do not delete Siemens copyright notes from the documentation.  

• Document modifications must be pointed out accordingly, for example by an additional copyright notice. 

• You are not authorized to use the company brand name SIEMENS. 

• If using SIEMENS trademarks/brands in the administration manual, you must add a reference about this 

accordingly (for example by adding a note stating “…is a registered trademark (or brand) of SIEMENS 

AG”) 

• Contravention commits to compensation. All rights reserved, especially if a patent is granted, or the 

product is GM registered. 
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4 System Outline 

4.1 Overview 

The Siveillance Intrusion PRO/ADV (SiInt) integration module establishing the connection to Desigo CC (DCC) 

will be delivered and provided as three different DCC extension modules (DAIG, DAIG_TrPro, TranslinerLib). 

These must be installed in addition to DCC. 

During the installation process, the following components are made available:  

• Desigo Object Modell for SiInt (Library) 

• DCC-SW-interfaces to configure & operate the SiInt-integration (Snap-Ins) 

• DCC-Driver including SiInt-modules to communicate with the SiInt-system (datapoints, command & con-

trol functions, alarms) 

 

Figure 1: Connecting Siveillance Intrusion PRO/ADV (SiInt) to Desigo CC (DCC) 

The installation and configuration of the SiInt-system is not part of this documentation. Please refer to chapter 5 

for information on the required modifications that must be applied to the configuration of the SiInt-system. 

4.2 Siveillance Intrusion PRO/ADV (SiInt) Object Modell 

4.2.1 Hierarchy / Structure 

DCC will display all intrusion elements, such as areas, hardware components and detectors. 
 
Please see below the area types which are supported by SiInt. These will be visualized in DCC as areas having 
the following names: 

• Intrusion areas 

• Doors 

• On-/Off areas 

• Perimeter areas (type 1 and 2, see below) 



Unrestricted 15 

 

Siemens AG  06.2024 

 

 

• Generic areas 
 
The following item types are displayed as hardware components: 

• SiInt-units refer to main components and hardware modules, which can be created/set by the SiInt-con-
figuration 

• Hardware modules that are connected to the LSN 
 
The detectors displayed include all devices, 

• which are connected to the LSN as an independent address element. 

• which are connected via LSN-HW modules. 

• which are connected via I/O modules of the SiInt-bus connector. 
 

4.2.1.1 Areas 
 
Areas as well as their assigned detectors can be transferred one-to-one from the SiInt-configurational set-up. 
The structural information needed for this process will be transmitted via the SiInt-integration. 
 
The SiInt-area types (intrusion areas, doors, On-/Off areas etc.) determine an area’s type and consequently 
specify its visualization (icons), its control options and its alarming. 
 
Area types which have not been modelled explicitly will be modelled as generic areas supporting the dynamic 
scalability of the SiInt-system.  

 

4.2.1.2 Hardware Components and Detectors 

 

To facilitate a user-friendly operation of the SiInt-integration within DCC, a detector-based SiInt-model must be 
built from the existing input-based model.  
 
For this purpose, the following factors play a significant role: 

• Assignment of inputs to hardware components and detectors 

• Different hardware component types and alarms which can be triggered by their inputs 

• Different detector types and alarms which are (or can) be triggered by the detectors 

 

Assignment of inputs to hardware components and detectors 

The following mechanisms are involved to enable a structural setup of the hardware components and detectors 
by means of their inputs, which are used to connect these devices to the system: 
 

• The structural information of a hardware component is static and determined by the SiInt-configuration 
(for example PS5 having a defined number of inputs and input types).  This also applies to hardware 
modules, which are connected via LSN 

• The SiInt-interface transfers the process of assigning inputs to a specific detector, which functions as an 
addressing element being is directly connected to the LSN bus. 

• The process of assigning inputs to a specific detector is automatically determined by a template (com-
ment field) during the SiInt-configuration setup procedures (please refer to the next section for more de-
tails). 

• The process of assigning the inputs to a detector will be defined manually by means of a comment field 
during the system supply procedures (please refer to the next section for more details). 

 

Assignment of inputs to a specific detector via the SiInt-comment fields  

Inputs which cannot be automatically assigned to a certain detector by means of their address data can be set 
and structured by the comment fields within the SiInt-configuration.  
 
Please distinguish the following two events: 

1. The need to manually (re-)configure structural information for existing installations. This can be done by 
means of the comment fields. 
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2. Automatic configuration in the event of new installations. In this case the new SiInt-templates will pre-fill 
the corresponding comment fields.  

 
The following information can be entered into the comment fields: 

• @@ID:x@@ Structural information: all inputs with same ID on the same hardware module will be com-
bined into one detector.  
@@T:x@@ Type information: If an input of a detector is tagged with this type-information, a corre-
sponding assignment of actual types to this detector will occur. This will lead to a distinguished means 
of visualization via icons within DCC (icons). The following types will be supported: 

• PIR: Motion detection 

• FIRE: Fire detection 

• GLASS: Glass break sensor 

• IMS15: IMS15-Module 

• SEISMIC: Seismic sensor 

• MAGNETIC: Magnetic sensor 

• SE: Switching interface 

• TA: Tableaus 

• HOLDUP: Holdup 

• VM: Showcase sensor 

• MANUAL: Manual detection 

• GENERIC: Generic detection 

• BOLT: Bolt sensor 
If no type is defined, DCC will use a standard icon for the graphic display 

• @@N:x@@ Name information: If an input of a detector is labelled with this tag, the detector will accord-
ingly receive the name provided. 

• @@N:x@@ Name information: If an input of a detector is labelled with this tag, the detector will accord-
ingly receive the name provided. 

 

Example: 
Input 1: @@ID:1@@N: Motion Detection Ost@@T:PIR@@ 
Input 2: @@ID:2@@N:Motion Detection West@@T:PIR@@ 
Input 3: @@ID:1@@ 
Input 4: @@ID:1@@ 
→ One Detector of type PIR with name „Motion Detection East“ with inputs 1, 3, 4 
→ One Detector of type PIR with name „Motion Detection West“ with input 2 

 

 
PLEASE NOTE 

Those detectors that are connected via an LSN-Gateway do not require 
additional configurations by means of the comment fields to further specify 
structural- and type information. The reason for this is, that this information 
will already be available by the interface.  

However, if the comment fields are still filled, this information entered will 
have a higher priority.   

 

Hardware component types and their inputs  

The hardware component types are based on static modelling and will be transferred via the SiInt-integration 
(referring to either the SiInt-unit type or the type-ID of the HW-module, if LSN-HW-modules are involved). The 
input types are pre-defined and assigned to in a distinct manner by the addressing procedure of the inputs. 
 
Example CPC: 
 

• Type “Missing” at address-M 

• Type “Open” at address-O 

• Type “Threat” at Address-2 

• Type “PIN-Code-Alarm” at address-3 
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These individual DCC alarms types will be generated for the hardware modules in accordance with the above-
mentioned input addresses. 
 
Example: The DCC-alarm -type “PIN-Code-Alarm” will occur, if a SiInt alarm for the input address-3 is being trig-
gered. 
 
As a hardware module can trigger several inputs at the same time, several DCC-alarms originating the same 
inputs can be active for one hardware component as well:  

 
 

Detector types and alarms, which are (or can be) triggered by the detectors 

The alarm-types for the hardware modules  must be modelled explicitly. In contrast however, for the detectors, 
different classes of types are defined: 

• PIR: Motion detection 

• FIRE: Fire detection 

• GLASS: Glass break sensor 

• IMS15: IMS15-Module 

• SEISMIC: Seismic sensor 

• MAGNETIC: Magnetic sensor 

• SE: Switching interface 

• SK: Schließblechkontakt 

• HOLDUP: Holdup 

• VM: Showcase sensor 

• MANUAL: Manual detection 

• GENERIC: Generic detection 

 

SiInt determines the duration of the alarm types which are triggered by the detector. Therefore, these types 
have no impact on the status of the detector or its control and alarm behavior. These types are solely used for 
displaying different icons. 
 
Those types of alarms, which can be triggered by a detector, originate from Siveillance Intrusion’s supported 33 
types of alarms. For example, “info”, “warning “, “external intrusion”, “internal intrusion“, etc.  

 

As a detector can trigger several inputs at the same time, several DCC-alarms originating from the correspond-
ing alarm type can be active for one a detector as well: 

 

 

4.2.2 Status/States and Control of Areas, Hardware Components and Detectors 

4.2.2.1 Areas 
 
An area state is displayed in accordance with the same state information received by SiInt. The ability to control 
a state depends on the area type. 
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State/Status & Control of an Intrusion Area 

 
 
 

 
State/Status & Control of a Present/Absent Area 

 
 

 

 
State/Status & Control of Doors 

 
 

 

 
State/Status & Control of On-/Off-Areas 

 
 

 

 
State/Status & Control of Perimeter Areas 
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State/Status & Control of Generic Areas 

 

4.2.2.2 Hardware Components 

 

Hardware components aggregate multiple inputs. Therefore, the status of a hardware component is an aggre-
gated one, displaying the alarm type of the most critical triggering input.   
 
For example, if a PS5 “open’-input and “power failure”-input are triggered simultaneously, the intrusion will be 
considered as more critical, and the aggregated state of “holdup” will be received. 
 
The property “mode” allows a hardware component to be either switched on or off. This control option is applica-
ble to all inputs of the respective hardware component involved.  

 

 
Aggregated Status/State and Control of a Hardware Component 

 

4.2.2.3 Detectors  

 

A detector aggregates multiple inputs. Therefore, the state of a detector is an aggregated one displaying the 
alarm type of an existing alarm, which is most critical.   
 
The physical state aggregates the physical condition of the detector’s inputs (closed, open, etc.) to an aggre-
gated state, which considers for example “sabotage” more critical than “open”. 
 
The property “mode” allows a detector to be either switched on or off. This control option is applicable to all in-
puts of the respective detector involved. 

 

 
Aggregated Status/State, Physical Status/State and Control of a Detector 
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4.2.3 Alarms / Warnings of Areas, Hardware Components and Detectors 
The SiInt-integration includes the use of both DCC-management-station-alarms and field-system-alarms:  

4.2.3.1  SiInt-Device 
• Connection monitoring (Management Station-Alarm, Fault_NoReset) 

• Driver monitoring (Management Station-Alarm, Fault_NoReset) 

• Notification of configurational changes (Management Station-Alarm, Fault_NoReset) 

• License warning (Management Station-Alarm, Fault_NoAckReset) 

4.2.3.2 Intrusion Area 
Unsetting an area (Management Station-Alarm, ArmDisarm_NoAckNoReset) 

4.2.3.3 Hardware Component 
Triggered input (SiInt-Alarm), Field System-Alarm, standard behavior via the default-alarm table (please refer to 
section 4.2.3.5) 

4.2.3.4 Detector 
Triggered input (SiInt-alarm), Field system-alarm, standard behavior via the default-alarm table (please refer to 
section 4.2.3.5) 

4.2.3.5 Alarm-State Diagrams for Field System-Alarms  
Depending on the category for either the alarm type (detector) or the input type (hardware component), the 
alarm-reset (“Reset”) or alarm-acknowledgement (“Ack”) behavior is defined differently in the standard-DCC-
alarm-table:  

 

 

4.3 Access to SiInt 
 
The SiInt connection to DCC allows access to configurational and operational data. This is enabled by the SSH-
interface of the SiInt-system.  
 
For this purpose, during the installation process, the SSH-certificates must be exchanged between SiInt and 
DCC (the DCC-driver). In addition, the SSH-user of the SiInt-system must be configured accordingly authorizing 
him/her to access the configurational and operational data (please see below).  
 
Please note, that this configured SSH-user will be the only one, who is authorized and able to access the SiInt-
system. Therefore his/her user rights must be limited and administered accordingly via DCC (defining which 
DCC-user can access which areas, detectors, etc.).  
 
The comment field information of the inputs is used to enhance the configurational data with structural infor-
mation (please refer to section 4.2.1.2). This will be supported from the SiInt-version V8 onwards.  
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4.4 Licensing 

The following will describe the licensing procedure for the SiInt-connection:  

The SiInt-license will require as a basis the SiInt-license. Please refer to section 4.4.1.2 for pricing, order numbers 

and further information. 

 

4.4.1.1 Security-Datapoints 

Please see below a listing of security/SCADA – datapoints, which are required for the use of the SiInt-interface 

via DCC:  

• DAIG-driver   = 0 Datapoints 

• DAIG-network    = 0 Datapoints 

• Siv. Intrusion-device  =  0 Datapoints 

• Intrusion Area                =  0 Datapoints 

• Present/Absent Areas = 0 Datapoints 

• Door    =  1 Security-Datapoint 

• On-/Off-Area  =  1 Security-Datapoint  

• Perimeter Areas =  0 Datapoints 

• Hardware Component = 0 Datapoints 

• Detector  =  1 Security-Datapoint 

• Manual Area  =  1 Security-Datapoint 

 
Only the imported objects will require datapoints.  

 

4.4.1.2 Licensing the DAIG-Interface 

To integrate Siveillance Intrusion PRO/ADV into Desigo CC, the following one-time license named “Intrusion 

PRO/ADV Integration into DCC“ is required. 

For Panels with less than 400 detectors, you can use the Intrusion DCC Integration (Entry)-License. If the panel 

is bigger than 400 detectors you have to use the standard Intrusion in DCC-License or a combination of Intrusion 

DCC (Entry)- License and Intrusion DCC Integration (Upsell)-License. 

For usage of the redundancy function, you must provide 2 licenses of the same level (e.g. 2x Entry License oder 

2x Standard License). 

 

Modul SSN Anzahl 

Intrusion DCC Integration P54594-P416-A100-D 1 

Intrusion DCC Integration (Entry) P54594-P416-A101-D 1 

Intrusion DCC Integration (Upsell) P54594-P416-A102-D 1 

Please refer to the PLN/SDR (Sales and Delivery Release Note) for further details related to licensing & pricing. 
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5 Configuration of SSH-Access to Siveillance Intrusion 
PRO/ADV (SiInt) 

5.1 SiInt System Requirements 

The pre-condition to use the SiInt-integration to DCC is the existence of a MP2.0 SiInt PRO/ADV system (starting 

at the NOX-firmware version 10.51p) or higher.  

 

 
PLEASE NOTE 

The connection to the SiInt-system is cancelled generating a corresponding 
note, if the SiInt-integration detects a SiInt-system-version, which is lower 
than 10.51p. 

5.2 Encrypted communication with Sint PRO/ADV 

The encrypted communication from the DAIG-04—Driver to the SiInt system is performed via SSH / public key 

authentication exchanging the individual public keys of the client computer (DCC computer) and the server (SiInt). 

This exchange takes place during the installation/commissioning phase. It ensures the following facts, which are 

essential for operational efficiency: 

• DCC will communicate with the correct SiInt PRO/ADV system 

• Only the DCC client computer in use is authorized to register via this certificate and via SSH with the 

corresponding SiInt PRO/ADV system.  

Thus, so called man-in-the-middle-attacks are excluded. 

The following method is recommended for this configuration: 

1. Create a pair of SSH-keys for the Desigo CC computer 

2. Save the private Desigo CC-key in the DCC project directory 

3. Create a pair of SSH-keys for the SiInt-system (if not yet available) 

4. Store the private SiInt-key in the configurational tool of SiInt 

5. Store the public DCC-key from with the SiInt-SSH-user  

6. Keep/save the public SiInt-key  

To generate SSH-keys, please refer to free tools like Putty or Puttygen. Both can be downloaded for free at 

www.putty.org. 

 

 
PLEASE NOTE 

To grant access to the SiInt-SSH-Port, Port 22 must be enabled as an 
outgoing port within the Windows-firewall of Desigo CC. Also, please refer to 
the DCC Installation Manual / Configuring Windows Firewall Settings. 

 

  

http://www.putty.org/
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5.2.1 Create a pair of SSH-keys for Desigo CC using the support of Puttygen  

 

 
PLEASE NOTE 

If you are using a later version of puttygen than 0.74, you have to set the PPK 
file version to 2 before generating the keys. Siveillance Intrusion Pro does 
not work with key version 3. 
The version of puttygen can be found in the options „Help“ → „About“: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

To change the PPK file version to 2, navigate to „Key“ → „Parameters for Key 
saving files…“: 

  

 

After starting Puttygen, the interface shown below will be displayed. Please note the following: Key type “RSA” 

including a bit length of 2048 must be selected. To generate a key, please confirm with “Generate”.  

 



Unrestricted 24 

 

Siemens AG  06.2024 

 

 

 

Figure 2: Puttygen Key Generator Window 

 

Move the cursor inside the upper empty area of the Puttygen Key Generator to create the pair of keys. The green 

bar represents the current progress.  

 

 

Figure 3: Generating a Key  

 

Once the process for generating a key is completed, the “Key comment” can be adjusted in the next window 

(example name: “DCC_Key_For_TrPro”). Afterwards a password to access the private key file must be set. This 

password must later be entered into the connection-configuration of the SiInt-integration within Desigo CC. 
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Figure 4: Describing the Key 

 

This key must be saved in the “OpenSSH” format. Please move the tab “Conversions” and select the option 

“Export OpenSSH key”. 

 

 

Figure 5: Saving the Key 

 

A dialogue box will open. Here the file location for the private key which is to be exported can be selected. For 

this purpose, please generate a folder named „certificates“ in the following directory-location: „../GMSPro-

jects/<ProjectName>/data/“. This certificate file must later be entered into the connection configuration of the 

SiInt-interface within Desgo CC. 
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Figure 6: Saving the Key, Selecting Folders 

 

 
PLEASE NOTE 

Please save the certificates in the folder or in a sub-folder of the “data” 
project directory assuring that these will also be saved in the event of a 
backup. 

 

Do not close Puttygen yet, as it will be required for the next step still. 

5.2.2 Save the public key for DCC 

The public part of the key must be saved separately, as this key information must be later entered into SiInt. For 

this purpose, please use the option “Save public key”.  

 

 

Figure 7: Saving the public DCC key 
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5.2.3 Create a pair of keys for Siveillance Intrusion PRO/ADV 

If no key was entered into the SSH settings of SiInt, a second key must be generated. For this purpose, please 

generate once again a key via Puttygen.  

 

 

Figure 8: SiInt-Key 

 

For this key both a private and a public key each must be saved. Please use the options “Save public key” and 
“Save private key”. 

 

 

 

Figure 9: Saving the key for Siveillance Intrusion 
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5.2.4 Registering a Key in Siveillance Intrusion 

For registering a private SiInt-key in the SiInt-system, the SiInt-Config-Tool (NOX Config) is required. The corre-

sponding configuration needed must be selected via this tool. 

 

 

Figure 10: SiInt-Config-Tool including the opening of the configuration 

 
 
Please select the “SSH Secure Shell” tab and follow these configurational steps:  
 

1. Check the box “SSH Secure Shell” 

2. Configure the port (standard: 22) 

3. Select “Certificate” in the Authentication area 

4. Confirm the button “Load Certificate” and select the configuration file (private configuration file for Siveil-

lance Intrusion created in the previous step) 

5. Enter the password of the configuration file 

6. Press the save button (on the bottom right) 
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Figure 11: Configuration of the SSH interface in SiInt 

 

 

 
PLEASE NOTE 

A warning message stating that all saved passwords will be deleted, will 
appear, if one or more SSH users were already created and if the 
authentication of “username/password” is now switched to „certificate “. 

 

This dialogue box can be confirmed with “Yes”, as this message only applies 
to the SSH-passwords and not to the passwords of the Siveillance Intrusion 
PRO/ADV users. 

 

 

 

5.2.5 Configure SiInt-users for SSH access  

 

A SiInt-SSH-user must be created to enable the communication of DCC with the SiInt-system. This SSH-user 
must apply the public key of the DCC computer.  
 
For this purpose, please switch to the “SSH User” tab within the SiInt-configuration. Please follow these steps to 
create a new user: 
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1. Select the button „New“ 
2. Enter a username 
3. Assign a user profile 
4. Select “Load Certificate” and select the public key from the DCC-computer („Dcc_Key_Public“)          
5. Select “Approve” 
6. Select “Save” 

 

 

 
 

 

 

 

 
PLEASE NOTE 

The SSH-user name can appear in the warning message. This for example is 
the case in the event of deactivations. There it is highly recommended to use 
meaningful and self-explanatory names.  
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PLEASE NOTE 

Access to the SiInt-integration is facilitated by granting adequate 
authorizations to the SiInt-system user, who is assigned SSH-access as well. 

Please ensure that this SiInt-system user has all authorizations required for 
technical operation. The SiInt-system includes one default profile named 
“Managementsystem”, which in general can be used to facilitate access to 
DCC.   

However, it is essential to ensure, that the user being used does not have too 
many rights preventing certain actions, such as unsetting an area via DCC 
which is secured by a block lock door. 

Within DCC, these “maximum” rights can be restricted via DCC-
authorizations, that can be assigned specifically to various groups of users.  

Thus, for example only those users can set an area, who have the 
authorization “Extended”.  

 

 

 
PLEASE NOTE 

SSH user authorizations for VdS-compatible systems must be configured in 
the Intrusion-system side accordingly assuring that the interface complies 
with the VdS-required restrictions. 

 

 

 
PLEASE NOTE 

For privacy reasons, please do not use personal data to define the name of 
the SSH user! 

 

5.2.6 Read the Public Key from the SiInt-System 

 

If the SiInt-certificate does not provide a public key file, the public key may also be copied from the SSH settings 
within the SiInt-Config Tool (NOX Config). 
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Figure 12: Public key of the SiInt-system 
 
Depending on the format of the certificate used, the public key of the SiInt-system can be copied from “SSH Se-
cure Shell”, which is located on the “settings” tab. 
 
This public key will be required in the further course to configure the connection in DCC. Therefore, it is recom-
mended to temporarily save/store this key, for example via a text file. 
 

 
 

Figure 13: Temporary storage of the public key 
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Please remove the line breaks in the editor! This must be done, so that the public key will completely fit into one 
line.  

 

 

Figure 14: Corrected public key format 

  

 
PLEASE NOTE 

No connection to the SiInt is possible if the line breaks are not removed. 

Please make sure not to remove any additional characters when removing 
the line breaks. 
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6 Installation of the Required Extension Modules (EM) 
DAIG_TrPro_049 and TranslinerLib_103 

6.1.1 Dependencies to the Security Domain Libraries 

The DCC-object models, which ae used for the SiInt-integration are dependent from the Security Domain Librar-

ies. Therefore, these are a pre-requisite. If this EM is not yet part of the DCC-installation, it must be must installed 

first.  

6.1.2 Installation of the Extension Modules  

The extension modules DAIG_049, DAIG_TrPro_049 and TranslinerLib_103 will be installed via the Desigo CC 

Program Suite menu item named “Update Desigo CC”: 

 

 

Figure 15: Update Desigo CC-Window 

Execute: “Feature-Selection” -->”Modify“-Button 

 

 

Figure 16: Update Desigo CC: Feature Selection 



Unrestricted 35 

 

Siemens AG  06.2024 

 

 

Confirm the “Add EM”-button. The „Add EM“ procedure must be repeated for each of the 3 EMs.  

 

 

 

Figure 17: Update Desigo CC: EM Selection 

 

Please confirm each of the individual EMs via „OK“. 
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Figure 18: Update Desigo CC: Selection of DAIG TranslinerPro, Security Domain Libraries, TranslinerLib 

 

“Back” to Installer 

 

 

Figure 19: Update Desigo CC: Execute installation 

Continue to navigate and execute the installation. 

6.1.3 Add the Extension Module to the Project 

 
PLEASE NOTE 

If adding an extension to an existing project, this project must be stopped 
first.  

If creating a new project with the EM, this must be done during the 
configuration process. 

The extension modules DAIG TranslinerPro, TranslinerLib und Domain Security Libraries will be added to the 

project via the Desigo CC System Managment Console (SMC). 
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Figure 20: Adding the Extension Module 

Please use/open the -button dialogue to add EMs:  

 

 

Figure 21: Dialogue adding the extension module  

Please select the DAIG SiInt-EM (Security Domain Libraries und TranslinerLib will be selected automatically) and 

confirm by clicking “OK”. 

Click on the - Icon. 

 

 
PLEASE NOTE 

If websites and web-applications are to be used within the project, an 
upgrade of these must occur after the installation or update of the DAIG-
extension module!  

 

Please start the Desigo CC-project after adding the DAIG-extension module. 
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7 Configuration to Connect the SiInt-Interface to DCC 
 

 
PLEASE NOTE 

The DCC user must have configurational rights to configure the SiInt-
interface. All settings described below must be made in the configurational 
mode.  

 

 
PLEASE NOTE 

For performance reasons, please set the transaction mode to „simple“ before 
doing bigger SiInt-transfers.    

Upon completion of the import, this setting can be undone accordingly.   

 

Please switch to the configuration mode in DCC by clicking on “operation”.  

 

 

Figure 22: Desigo CC-window switching in the configurational view 

7.1.1 Adding a SiInt-Device 

 

 PLEASE NOTE 

The DAIG-driver must be started when performing all the below described 
configurational changes.   

 

One SiInt-device-item can be added/created in the management-view underneath the tree-node for the DAIG-EM 

network, which was created during the installation.  
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Figure 23: Desigo CC: Creating/Adding a New SiInt-Device 

 

 

Figure 24: Desigo CC: Dialogue, Creating/Adding a New SiInt-Device 

7.1.2 Configuration of the Connection to SiInt & Configuring the Polling-Parameter as 

well as the Log-Level  

The connection to SiInt will be configured in the newly created/added device-tree-node in the “DAIG”-register.  

 

Figure 25: Desigo CC: Connection-Configuration to SiInt 

 

The configuration of the SiInt-device includes the following parameters:  

• IP-address of the local monitoring-entity (no hostname!) 
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• User for the encrypted connection to SiInt (will be configured within SiInt)  

• TCP-Port of the connection (SSH: 22) 

• Client-certificate-file on the DCC-computer, which was created in section0 (Clicking onto the field will 

open the “Windows”-explorer window to select the file)  

• Password of the client-certificate-file  

• Public SSH-key from SiInt in section 5.2.3 (Pease ensure that the complete public key was truly and 

fully copied into the field!)  

After entering the parameter, please save the new configuration and wait until the connection to the SiInt-system 

is established (connection status: connected).  

7.1.3 Adjusting the Poling-Time-Interval in the Extended Operation 

 

 

Figure 26: Desigo CC: Adjusting the Polling-Time-Interval 

The polling-parameter determines the time-interval (in sec), as to when the SiInt-system will be queried for con-

figurational changes. The standard value for the polling-parameter is 60 seconds. It can be changed under the 

menu-item “Extended Operation “.  

The duration of the log-level for the driver can be changed via “Extended Operations” as well generating more 

detailed log-data for review & analysis purposes. The log-levels can be combined with each other. Thus, for 

example the log-level 3 is activated as a standard, displaying a combination of EROR and WARNING.   

 

Log-Level Integer-

Value 

Meaning 

ERR 1 Errors preventing the correct operation of the SiInt-con-

nection  

WARN 2 Warnings preventing a partially correct operation of the 

SiInt-connection  

INFO 4 Overview/information to verify the correct operation  

DBG 8 Detailed information for review & analysis purposes in 

case of faulty operation.  
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PLEASE NOTE 

If the SiInt-system is offline or if the network connection is disconnected, the 
DAIG-driver will periodically try to connect to the SiInt-system. Once 
connected successfully, all states and alarms will be synchronized with DCC.  

7.1.4 Configuration of a redundant connection 

If you want to use a redundant connection to the Siveillance Intrusion Pro system, you have to setup the 

Backup-IP-Address and Backup-Port. Due to same configuration on both redundant Siveillance Intrusion Pro-

CPUs no further configuration information have to be changed. 

 

By using the redundancy function, the “Redundancy”-Datapoint will be activated. This datapoint can be found on 

the Siveillance Intrusion Pro device node and will display the state of the redundant connection. Following states 

are possible: 

- Normal 

- Connected via backup connection (Primary connection lost) 

- Connected via backup connection (Primary connection available) 

- Connected (Backup connection lost) 

- Disconnected (Primary and backup connection lost) 

- No redundancy in use 
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PLEASE NOTE 

In order to use the redundancy function, two licenses for the Siveillance 
Intrusion Pro integration in Desigo CC is required. 

7.1.5 Configuration of detector- and area language texts for the import 

The intrusion panel supports several languages. If you want to use different language texts than the default lan-

guage (configured in the intrusion panel), you can select to preferred language for detector and area names in 

the configuration view of the interface. 

 

If the given language is not available in the intrusion panel, the interface will automatically fall back to the stand-

ard language texts from the intrusion panel. 

7.1.6 Configuration of the address delimiter for detectors 

Detector addresses of the intrusion panel are set as ID of the detector nodes in Desigo CC. For configuration of 

the delimiter character between the unit address and the input number from the intrusion panel, simply select 

the preferred character in the configuration view of the interface. Available characters area | , - or / . 

 

 

 
PLEASE NOTE 

Changing the address delimiter will result in having to reimport every detec-

tor and losing references on graphics. 

 

7.1.7 Automated Ready to Set 

After trying and failing to set an area from Desigo CC, you can configure to automatically send an Ready to Set 

command. By checking the „automatically send Ready to Set, if setting area fails” checkbox this function is acti-

vated. 

The feedback of this automated Ready to Set command is the same as if the user presses the Ready to Set 

button. 
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7.1.8 Import of the SiInt-Configuration  

 

The SiInt-interface supports the online configuration method. This means, that once successfully connected, the 

SiInt-connection will be transferred automatically. No configurational files must be imported into DCC.  

The import of an intrusion model from the SiInt-configuration consists the following steps: 

1. Transfer the SiInt-configuration into DCC 

2. Use the configurational tree-nodes to select the areas, detectors, hardware-modules, etc., which are to 

be imported  

3. Import the selected objects into DCC: Create/add the datapoint and nodes in the management-tree 

 

The SiInt-interface periodically polls the system for configurational changes. Please perform the above-men-
tioned steps 1-3 once again as soon as a change in the configuration is detected.  

 

Steps 2-3 can be performed at any time if either areas / detectors etc. are to be deleted or added to the inter-
face-connection. 
 
The following sections will provide further details to the individual steps. 

 

7.1.8.1 Copy the Configuration from the Siveillance Intrusion PRO/ADV System  

 

 
 

During the first-time configuration and during every configurational change, the SiInt module of the DAIG-driver 
imports the SIint-configuration. This activates the button “Transfer configuration from SiInt” within the “im-
port”-tab of the SiInt-device configuration. Clicking on this button will import the new SiInt-configuration adding it 
to the configurational tree-node-view and deleting objects, which are no longer available.  

 

The result of this procedure is a new configurational tree-view activating the button “transfer configuration 
from SiInt” again.  

 

 
PLEASE NOTE 

The SiInt-module in the DAIG driver periodically polls the SiInt-system for 

configurational changes. The standard value for the time-interval is 60 sec-

onds. It can be changed via the device-settings of the SiInt-device (please see 

above).  
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The polling-parameter determines the time-interval (in sec), as to when the SiInt-system will be queried for con-

figurational changes. The standard value for the polling-parameter is 60 seconds. It can be changed under the 

menu-item “Extended Operation“.  

 

 
 

If a new SiInt-configuration is not transferred, the SiInt-connection including 
the very last existing configurations will be run.  

Command & control functions, status-displays and the alarming of existent 
areas / detectors etc. will still function. However new areas/detectors etc. will 
no longer be available.  

Also, the tree-nodes of deleted areas/detectors will be displayed. Thus, the 
connection will become inconsistent. Therefore, it is advisable, to 
immediately transfer new configurations into DCC, once changes in the SiInt-
configuration take place.  

 

 

7.1.8.2 Select those Objects in the Configuration-Tree, which are to be Imported  

 

 

Figure 27: Desigo CC: SiInt- Configuration-Tree  

 

The intrusion areas (security areas, doors, HW-modules, detectors, etc.), which are available for the import will 

be displayed in a hierarchic structure by the configuration-tree in accordance with the way, these were aligned 

during the import within the DCC management-tree-view. The intrusion objects, that are to be imported can be 

selected via the checkboxes. Selecting or de-selecting an area will either select or deselect the detectors included. 

Selecting or deselecting the SiInt-tree-node will select or deselect all subordinate areas including detectors and 

HW-modules. 

Objects, which are marked orange do indicate a change that took place since the last SIInt-configuration (such 

as name changes, structural changes of an additional entry).  
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7.1.8.3 Generating a Pre-Import log 

To view changes that would be applied once you import, you can generate an Pre Import Log. In this file all ob-

jects which would be deleted, created or renamed by an import will be listed.  

The Pre-Import Log can be generated by pressing the „Generate Pre Import Log“. 

 

The resulting file is available in the following directory „GMSMainProject/bin/DAIG_PreImportInformation“. You 

can also open it in the information message after generating the file. 

 

7.1.8.4 Import of selected objects in DCC 

As soon as changes to the existing configuration are detected by the configuration -tree, the Import-Button will 

be activated importing the selected configuration into DCC.   

 

 

After clicking on the Import-button, a reconnection to SiInt will take place synchronizing the imported states and 

alarms with those of the SiInt-system. 

 

 PLEASE NOTE 

A maximum system configuration of 5000 intrusion nodes distributed to a 
maximum of 5 Siveillance Intrusion PRO/ADV control panels were tested. 

Larger systems are possible and subject to project-specific requests for 
validation. Also, please note the following points for larger systems: 

 

• Creating/deleting a tree-node during the import takes between 0.05-1 sec. 
The progress is displayed next to the “Import”-button. Please remain in the 
“Import”-screen, until the import is fully completed! 

• Such a large configuration, as this one, only has a minor impact on the 
operational mode of the integration/connection: Starting the driver and 
establishing the connection including resync of alarms will only take few 
seconds. 
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 PLEASE NOTE 

The “Import” button will be activated, if the configuration tree will change for 
any of the following reasons: 

• A new SiInt PRO/ADV configuration is transferred 

• The DCC-user will select/deselect objects in the configuration-tree 

By confirming the now activated “Import” button, these configurational 
changes will be applied, and the selected/deselected DCC-tree-nodes will 
either appear/disappear accordingly.  

 

 PLEASE NOTE 

All alarms of the SiInt PRO/ADV system are based on inputs. In DCC the 
inputs are displayed/mapped to as hardware modules or detectors. 

If a hardware module/detector is excluded from the import, the alarms of its 
inputs will NOT be forwarded to DCC! 

 

 

 PLEASE NOTE 

Objects, which are marked orange do indicate a change to the object, that 

took place since the last SIInt-configuration (such as name changes, struc-

tural changes of an additional entry).  
 

During the import, this object will be deleted and newly added, erasing the 
history for this object.   

 

7.1.9 Individual Customizing 

7.1.9.1 Adjustment of area type mappings 

If the Siveillance Intrusion Pro panel is created without an template or the area type IDs were changed, you can 

adjust the mapping of area type IDs to Desigo CC area models. 

The drivers uses the following default mapping: 

Area type-ID   Desigo CC area type 

0 Generic area type 

1 Standard area 

2 Door 

3 On Off area 

4 Present-/Absent area 

5 Lock gate area 

6 Gate area 

7 Free Occupied area 

8 Passage door 
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Every area type ID > 8 will be automatically mapped to the generic area type. 

For adjusting the mapping, create the file „SpecialAreaTypeMapping.txt“ in the following directory: „GMSPro-

jects\GMSMainProject\bin\DAIG_IntrusionMappings“. 

 

 

To change the mapping of the area type ID 3 (from the intrusion panel configuration) to the generic area type in 

Desigo CC use the following syntax: 

 

Following area type names in Desigo CC are valid values for the name of the model in the file: 

- GMS_Guarto3000_GenericArea_103   -> Generic area type 

- GMS_Guarto3000_StandardArea_103  -> Standard area 

- GMS_Guarto3000_DoorArea_103  -> Door 

- GMS_Guarto3000_OnOffArea_103  -> On Off area 

- GMS_Guarto3000_PresentAbsentArea_103 -> Present Absent area 

- GMS_Guarto3000_LockArea_103  -> Lock area 

- GMS_Guarto3000_LockGateArea_103  -> Lock Gate area 

- GMS_Guarto3000_FreeOccupiedArea_103 -> Free Occupied area 

- GMS_Guarto3000_PassageDoor_103  -> Passage door 

If the IDs for area states and commands are also configured on the project site please use the generic 

area type. This type uses a fully generic approach and has no dependencies to static area states 

 PLEASE NOTE 

After adjusting the area type mapping, the driver has the be restarted to 
reflect the changes in Desigo CC. 

 

7.1.9.2 Command & Control Authorizations  

The command & control authorizations for intrusion areas, detectors etc. are set via DCC in the following man-

ner: 

• All users are allowed to conduct „Ready-to-Set“-Test, walk-tests, seismic-tests and sabotage-tests.  

• The remaining command & control functions is limited to users, who have the command-group authori-

zation „Extended“, such as:  
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- Set/unset intrusion areas  

- Switch on/off detectors or HW-modules                                                                                                                   

- Open/close doors 

- Switch on/off “On-/Off-Areas” 

 

 

Command-Group Authorizations for DCC-user 

7.1.9.3 Customization of Alarm-Mappings 

If there are new Alarmtypes defined in the Siveillance Intrusion Pro configuration you have to additionally map 

these Alarmtypes for the Desigo CC interface. After starting the DAIG-Driver you can find the AreaAlarmMap-

ping.txt and DetectorAlarmMapping.txt in the following directory: „GMSMainProject\bin\DAIG_IntrusionMap-

pings\Guarto3000“ 

If you want to use a specific Alarmtype-ID for a detector your have to add the new Alarmtype-ID and map it to a 

Textgroup-ID, which is available in the detector alarm table (in DCC). 

After restarting the driver, the new Alarmtype-Mapping will be used. 

 PLEASE NOTE 

After changing the alarm mapping, the driver must be restarted! 

 

7.1.9.4 Individual Customizing of Alarms  

As explained in section 4.2.3, the alarm-behavior is determined by the alarm-tables of the management-station-

alarms or the field-system alarms used in the corresponding objects. These can be adjusted by standard DCC-

procedures (customization) in accordance with project-specific-requirements.  

 

 PLEASE NOTE 

If alarm-tables are customized in accordance with project-specific 
requirements, the driver must be re-started afterwards!  

 

7.1.9.5 Individual Customizing of the Icon-Texts  

Following a corresponding graphic-symbol from the “Global_Base_400_ZN_1 Library customization”, the follow-

ing substitutions were adopted for the text individually customizing the contents and positions of the icon-texts:  
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• Alternative Text: If modes = 1 (see below), the text will be displayed underneath the icon  

• BoxWidth: If different from 0, it will determine the width of the text-box  

• Direction:  1: underneath the icon 

   2: left from the icon  

  3: over the icon 

  4: right from the icon 

• FontSize: Text size 

• LastChar: Separation character, which extracts the name from the tree-node name. Example: „Sys-

tem1.ManagementView:ManagementView.FieldNetworks.DAIGNetwork.TranslinerPro.Detecor1“ will be 

extracted to ”vcenter“ by LastChar = “.“ 

• Mode:  0: Node-name according to the tree-display (description, name, description [name] or 
Name [description]) 
  1: Alternative Text 
  2: Name (default) extracted from the tree-node-name via LastChar  

• TextBackground: Background color of the text 

• TextColor: Text color 

 

. 
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8 Troubleshooting 

8.1 Faulty Siveillance Intrusion Pro Configuration 

If there is an alarm in Desigo CC with the message „Guarto3000 configuration faulty“, check the Siveillance In-

trusion Pro configuration for inconsistencies. In particular semicolons in input and area names lead to faulty con-

figurations. 

To check the input names you can use the function „change inputs“ in the configuration tool of the Siveillance 

Intrusion Pro. 

 

 

Example for a faulty input name: 

 

8.2 Verifying the correct Integration of EMs 

Upon correct installation of the DAIG-TranslinerPro-EM, the following libraries are visible in the browser, under 

management view, in system settings/libraries:  

• Intrusion_Device Transliner_103 

• Security Domain_150 
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Figure 28: Desigo CC: Verifying the Correct EM-Installation 

 

8.3 Connection Attempt between DAIG-Driver and SiInt 

The log file (C:\GMSProjects\<Projektname>\log: WCCOADAIGDriverX.log) shows if an attempt to connect to the 

SiInt-system was made: 

 

WCCOADAIGDriver1:WCCOADAIGDriver(1), 2017.09.18 15:34:56.042, INFO, Opening connection to 

trpro://127.0.0.1:22/1 

 

A successful attempt will be displayed in the log:  

WCCOADAIGDriver1:WCCOADAIGDriver(1), 2017.09.18 15:35:32.754, INFO, Connection to 

trpro://127.0.0.1:22/1 succeeded 

 

If the SiInt-system cannot be reached, the following log entry will be displayed: 

WCCOADAIGDriver1:WCCOADAIGDriver(1), 2017.09.18 15:31:29.925, WARN, Connection to 

trpro://127.0.0.1:22/1 

 

 


